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Abstract

Mobiledevices areubiquitous inmanysocieties and shape thewaywe interact
with technology and each other. Research on how we use and perceive tech-
nology is essential to understand its impact. This work advances how we can
followuser behavior onmobile devices. We combine the strength of two com-
mon data sources for tracking onmobile devices, log files, and screen record-
ings. Log files are suitable for long-term and privacy-friendly analyzation but
provide rather general data (e.g. system log files) unless one has access to the
source code of the applications or operating systems. Screen recordings are
usually used for short-termed analysis (e.g. usability tests) because the analy-
sis is time-consuming, but they provide all activities on the screen in high de-
tail regardless of which application or operating system. This thesis combines
both data sources and presents an approach to automatically generate log
files from mobile screen recordings. The approach utilizes methods of com-
puter vision and machine learning to automatically process screen record-
ings and extend their use. Screen recordings reveal virtually everything a user
does with a device, making privacy important, especially in user studies. We
present a privacy concept and implementation and show how the risk of ex-
posing private data can be reduced, by processing all recordings locally on the
mobile devices and anonymizing the resulting log files. In order to apply the
developedmethod inpractice, we carryout a study in the context of education
and show how log files of screen recordings can complement and extend ex-
isting research in learning analytics. This thesis opens up novel perspectives
on how we can look at human-computer interaction withmobile devices. We
show how to generate long-term log data with high detail and accuracy from
mobile screen recordings, in a privacy-friendly way, locally onmobile devices.
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Zusammenfassung

MobileGeräte sind in vielenGesellschaften allgegenwärtig undprägendie Art
und Weise, wie wir mit Technologie und untereinander interagieren. Die Er-
forschung der Art und Weise, wie wir Technologie nutzen und wahrnehmen,
ist wesentlich, um ihre Auswirkungen zu verstehen. Diese Arbeit verbessert,
wiewir dasNutzerverhalten aufmobilenGerätenverfolgenkönnen. Wir kom-
binieren die Stärke von zwei gängigen Datenquellen für die Beobachtung auf
mobilen Geräten, Log-Dateien und Bildschirmaufzeichnungen. Log-Dateien
eignen sich für eine langfristige und datenschutzfreundliche Analyse, liefern
aber eher allgemeine Daten (z.B. System-Log-Dateien), es sei denn, man hat
Zugriff auf den Quellcode der Anwendungen oder Betriebssysteme. Bild-
schirmaufzeichnungen werden in der Regel für kurzfristige Analysen (z.B.
Usability-Tests) verwendet, da die Analyse zeitaufwendig ist, sie liefern aber
unabhängig von der Anwendung oder dem Betriebssystem alle Aktivitäten
auf dem Bildschirm in hoher Detailtiefe. In dieser Arbeit wird ein Ansatz zur
automatischen Generierung von Logdateien aus mobilen Bildschirmaufze-
ichnungen vorgestellt. Der Ansatz nutzt Methoden der Computer Vision und
des maschinellen Lernens, um Bildschirmaufzeichnungen automatisch zu
verarbeiten und deren Nutzung zu erweitern. Bildschirmaufzeichnungen of-
fenbaren praktisch alles, was jemandmit einemGerätmacht, was den Daten-
schutz wichtig macht, besonders in Studien mit Nutzer*innen. Wir stellen
ein Datenschutzkonzept und eine Implementierung vor und zeigen, wie das
Risiko der Preisgabe privater Daten reduziert werden kann, indem alle Aufze-
ichnungen lokal auf den mobilen Geräten verarbeitet und die resultieren-
den Protokolldateien anonymisiert werden. Um die entwickelte Methode in
der Praxis anzuwenden, führen wir eine Studie im Bildungskontext durch
und zeigen, wie Log-Dateien von Bildschirmaufzeichnungen die bestehende
Forschung in learning analytics ergänzen und erweitern können. Diese Arbeit
eröffnet neue Perspektiven, wie wir die Mensch-Computer-Interaktion auf
mobilenGerätenbetrachtenkönnen. Wir zeigen,wiemanaufdatenschutzfre-
undliche Weise Langzeit-Logdaten mit hoher Detailtiefe und Genauigkeit
aus mobilen Bildschirmaufzeichnungen lokal auf mobilen Geräten erzeugen
kann.
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1. Introduction

1.1. Motivation

Have you ever sat down on a train or plane and accidentally looked at the
screen of your neighbor’s smartphone and felt guilty because you learned
something about this person that you did not intend? Just by a couple ofmo-
ments of seeing someone interacting with a smartphone, we can get to know
much information. From a quick view, it can be possible to infer political
views from the news source someone is reading, what kind of books this per-
son likes, or just a personalmessage in a private chat. The screen of someone’s
smartphone tells a lot about this person, which makes screen recordings an
interesting data source for user behavior research and at the same time also
raises obvious privacy concerns.

Mobile devices, especially smartphones and tablet computers, are ubiqui-
tous in many societies and shape the way we interact with our environment
and each other. They influence many parts of our life: relationships, health,
work, education, or how we learn – just to name a few. Acquiring knowledge
about the way we use and perceive technology is essential to understand its
impact and this is a challenge in current research. There are thousands of
research studies that aim at exploring mobile Human-Computer Interaction
(HCI) in order to better understand, how we use and interact with these de-
vices andhow they influence our lives. A search for “mobile human-computer
interaction” in the Scopus database results in 12,994 entries (March 19, 2020).
The variety of topics in this field is very broad and affects all areas of living.

Understanding and analyzingmobile device interaction requires collecting
data in thefirst place. Visual perception shapeshuman-computer interaction,
which results from the design of interfaces that concentrate the strengths of
the human sense of sight (Ebert et al., 2012). Most mainstream computer sys-
tems use graphical user interfaces (GUIs) to display information and to inter-
act with users (Sears & Jacko, 2009, p.126). The focus in HCI on GUIs leads to
the fact, that watching screen recordings makes it possible to understand al-
most any action, behavior or task a user is pursuing while using a computer
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system, as a GUI always represents the current state of a system, based onuser
and system events (Aho, Kanstren, et al., 2014, p.55). A common use case for
screen video recording and analysis is to learn how users interact with soft-
ware or to evaluate the usability and user experience. Using both qualita-
tive and quantitative methods, screen capture analysis can provide insights
into how people use and interact with computer systems. It is comparable to
watching over the shoulder of the user, which makes this data source highly
interesting from a research perspective: we can follow everything a user is
doing in high detail. But a look over the shoulder can also be an invasion of
privacy.

Coming from here there are two important challenges or limitations when
we want to work with screen recordings as a long-term data source. An ob-
vious challenge is that the manual analysis of screen videos takes a signifi-
cant amount of time. This makes themanual analysis of screen recordings to
find certain events or actions of interest unfeasible for long-term studies in-
volving hours, days, or months of screen recordings. This limits the analysis
to rather short periods of time. Currently, most user experience evaluation
methods focus on short-term evaluations (Vermeeren et al., 2010). The sec-
ondmajor challenge is privacy: watching someone using a privatemobile de-
vice can be very privacy-invasive in its nature. This further restricts the use of
mobile screen recordings. We know from the desktop platform that users are
skeptical when screen recordings are used over a long period of time to collect
empirical data (Tang et al., 2006). Since smartphones or tablets are usually
very personal devices, recording and analyzing their screen is very problem-
atic, especially when it comes to long terms.

In contrast, for long-term analysis, log files are a common and efficient
way of collecting data on mobile devices, but with different challenges. Data
sources for these aremostly system logs or accessibility APIs, for example (see
e.g. Ferreira et al., 2015). Existing solutions for tracking application usage on
mobile devices provide information about which application has been used
for how long, for example, but lack the ability to gain insight into in-app ac-
tions (Böhmer et al., 2011; Do et al., 2011). This results in log files, which can
give a rather general idea of what is happening on the device. Most mobile
applications are closed. This means it is not possible to just implement log
commands inside a third-party application or the operating system to create
custom log files. Because of that – unlikewith screen recordings – it is not pos-
sible to just follow anything a user is doing inside an application or anything
else on the device. As a consequence, wemay, for example, know that a user is
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opening and using amusic application for an hour but we cannot give details
about what is happening within the application. The usermight learn how to
play the piano or a guitar, or learn how to combine existing songs to a new
one, but all we can tell is that the application was opened. We could follow
what the user is doing inside the music application using a screen recording,
but not just by collecting system log files. The generated data is limited to
rather general system events but has, on the one hand, an advantage from a
privacy perspective. The collection of anonymous usage data using system
logs is relatively easy to implement. The anonymization of screen videos, on
the other hand, is muchmore difficult.

Screen recordings can provide detailed data about everything that happens
on the screen, but are limited to short periods of time and are problematic
from a privacy perspective. System log files and the like are suitable for long
periods of time, but they usually lack the level of detail that we can extract
from screen recordings, yet they are easier to collect anonymously and there-
fore it is easier to protect the privacy of users. This limits the amount and
level of detail of data we can collect onmobile devices, and thus the questions
we can answer. The motivation and goal of this thesis is to overcome these
limitations and to combine the strength of both data sources.

1.2. Education as an Application Context for Screen
Recordings

In Education, mobile digital devices play an increasing role. Most students
and universities use digital devices and services to organize and enable learn-
ing. At the same time, more data is being collected to learn more about how
people learn in digital environments and how these processes can be opti-
mized. The field of learning analytics deals with generating insights from this
educational data with the goal of the modeling, prediction, and optimization
of learning processes (more details in section 2.2). The most common data
source for learning analytics are log files, which are often collected in Learn-
ing Management Systems (LMS) (Papamitsiou & Economides, 2014). An LMS
is a web-based system for content management, which enables communica-
tion between students, teachers, and educational institutions. It usually pro-
vides management functions for assignments, courses, and exams. LMS are
in use at most Universities and K-12 institutions. When students use an LMS
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they leave digital traces, which are saved in the form of log files. They con-
tain, for example, which pages a student has visited in the LMS, how often the
student has logged into the system, or written a message to the instructor.
These log files share the aspects mentioned in the beginning: they are good
for long-term analysis of how students interact with an LMS, but they lack de-
tails. That is why some important measurements that are derived from these
log files tent to be imprecise (more on this in section 2.2.3). This applies to the
use of the LMS, as well as for things that happen outside of the LMS, which are
relevant for learning. This results in the fact that the log files from an LMS can
not take into account other digital learning activities on the device or com-
munication through other existing channels (e.g. WhatsApp, Email). To give
an example, a student in a music class could read an assignment in the LMS
to record a song in a third-party piano application. We could trace the view of
the content in the LMS, but we could not follow how the student managed to
fulfill the assignment in the piano application or where problemswith the as-
signment might have occurred because it happened outside of the LMS. This
lack of detail in the log files limits the questions we can answer in this field.
Detailed data of what students do in other applications related to learning is
very attractive for the discipline of learning analytics to provide a bigger pic-
ture of digital learning processes. Screen recordings could give details on LMS
use which the logs do not cover and additionally, what is happening beyond
the LMS in other applications. For this purpose, we could manually analyze
the behavior of a student based on the videos. But of course, it is not fea-
sible to manually analyze the screen recordings of an entire semester of all
students, that would simply take toomuch time. This makes learning analyt-
ics or respectively education an excellent field of application for the research
approach presented in this dissertation.

1.3. Research Outline

This thesis is embedded in the fields of HCI and learning analytics, both inter-
disciplinary parts of computer science. The field of HCI explores the interac-
tionbetweenhumans and computers and touches a rangeof disciplines, com-
puter science, social sciences and behavioral sciences, and psychology (Car-
roll, 1997). Contributions to this inter-disciplinary field came also from edu-
cation and graphics design and aim at expanding the understanding of inter-
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actions between people and technology (Sears & Jacko, 2009, p. xiii). Learn-
ing analytics combine the fields of technology, education, learning theory,
and datamining with the goal of understanding and improving learning pro-
cesses from data. It also connects methods from “business intelligence, web
analytics, academic analytics, action analytics, and predictive analytics” (Pa-
pamitsiou & Economides, 2014). Both fields share similar methods and ways
of collecting data to answer their field-specific questions. Log files are, for ex-
ample, an important way to track student activities in learning analytics and
also in HCI research in order to track user behavior related to mobile applica-
tions.

This thesis contributes to both fields, mobile HCI research, and learning
analytics, by introducing a novel way of generating data which allows us to
expand our knowledge on user behavior in HCI and digital learning environ-
ments. The idea is the combinationof the strengthof the short-termbuthigh-
detailedmanual analysis of screen recordings with the long-term and privacy
feasibility of “classic” log file analysis. We do this by utilizing computer vi-
sion and machine learning methods to automatically analyze mobile screen
recordings. Themain contribution is, to enable a way of collecting data using
screen recordings, resulting in a highly detailed, privacy-friendly data source,
suitable for long-term studies on user behavior. We enable a new perspective
of howwe can do research inmobile HCI and learning analytics: Wemake the
behavior of users onmobile devices trackable from a perspective of all that is
happening on the device’s screen at an application-internal level of detail, re-
gardless of which application. We implement and evaluate a privacy concept
to facilitate the application of themethod in user studies by reducing privacy
invasion, resulting in a unique approach to privacy for screen recordings. We
demonstrate how we can use the presented approach and expand the scope
of questions we can answer to contribute to HCI and learning analytics. We
show how to better understand and enhance common and important mea-
surements in learning analytics, using the developed logging approach, based
on long-term screen recordings.

Technically, the aim is to explore how existing methods in log file gener-
ation, computer vision, and machine learning can be used to automatically
analyze screen recordings to track user interactions on mobile devices, inde-
pendent ofwhich or howmanydifferent applications or having access to their
source code. The idea is to collect data with the information density and de-
tails of the analysis of a mobile screen recording by creating log files that can
provide as rich and in-depth information as watching a user interact with a
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screen but without having to watch hours or days of recorded videomaterial.
The assumption is, that the presented method of log file generation results
in a powerful tool applicable in multiple domains like for analysis of mobile
HCI, learning analytics, software testing, requirement engineering, and other
domains. The output of themethod should be a log file for further use, listing
entries with information about custom events of interest occurring in the
video, defined by the researcher. When we speak ofmobile in this context, we
mean devices in terms of tablet or smartphone and visual interactions with
the GUI. We do not take other mobile or wearable technology and interaction
paradigms into account, this would be beyond the scope of this dissertation.
Besides the technical challenges to automatically analyze screen recordings,
another major challenge is privacy. Watching over the shoulder while some-
one is using a smartphone is not only impolite but privacy-invasive. Mobile
phones are highly personal and protected devices, making privacy an issue
right from the start. The same applies to the permanent recording of the
screen, which makes a privacy concept necessary that can convince users to
agree on using themethod of data collection in a research study, for example.
The developed logging mechanisms are applied in the context of education.
We are tackling a common challengewhen collecting data for learning analyt-
ics. Tracking users’ or students’ traces in digital learning environments that
consist of multiple applications in which we cannot simply collect custom
log data. The aim is to extend the data collection beyond just LMS log files
and to enhancemeasurements of student activities in learning analytics. The
assumption is, that log files from screen recordings can help to draw a bigger
and more precise picture of learning processes in digital learning environ-
ments and improve the level of detail of student activities we can follow. We
need to automatically analyze the screen capture, as the manual analysis is
not possible for large amounts of videos of many students. And addition-
ally, privacy is a serious issue in learning analytics as well, which underlines
the need for the development of a sustainable approach to the protection of
privacy.
The following section introduces more details on how the described goals

are divided into individual research questions and gives an overview of how
they are addressed. Chapter 3 explains how these questions are answered in
the publications of this cumulative dissertation. Figure 1.1 shows by which
chapters these questions are approached and how this work is structured.

RQ1: How can we automatically track user behavior in mobile appli-
cations based on visual screen output?
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Figure 1.1.: Overviewofhowthe researchquestions andchapters areorganized
in this thesis.

This question aims at how we can automatically track events in multiple
closed source code mobile applications just based on the visual screen out-
put. This addresses the main technical challenge of the presented approach.
It addresses the describedmain challengeswhenwewant toworkwithmobile
screen recordings: it is a rich empirical data source, independent of applica-
tions, but not feasible for long-terms bymanual analysis (see section 2.1.3 and
section 2.1.4). The focus of this research question is how computer vision and
machine learning can be used to generate log files by interpreting the screen
output of mobile devices. We show that our chosen approach can generate
detailed log data from mobile screen recordings efficiently, by exploiting
common characteristics of mobile GUIs. Methodically we evaluate our solu-
tion by creating and using a data set of mobile screen recordings to validate
the correctness of the resulting log files. We also test different video qualities
and how this affects the quality of the resulting log files. For long-term use,
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as screen recordings can reach high file sizes, it is important to keep an eye on
howmuchmobile storage the files need.
The followingquestion is closely related andaccompanies this first research

question.

RQ2: What kind of events can we track and how can these events be
defined?

When manually analyzing screen videos, we have a certain goal and are
looking for something specific, like an event in the recordings or an action
of the user. We need to address how we can transfer this into the technical
definition of these events and the process of analyzing screen recordings au-
tomatically. This research question aims to explore howevents canbe defined
andwhat kind of events can be trackedwith this approach. By event, wemean
the appearance of a certainGUI state on the screen, whichweare interested in.
For example, an event to track the opening a chat with a person called “Paul’,
could be defined by the visual appearance of the chat header and fulfillment
of the condition of containing the right name. The implementation of com-
puter visionandmachine learningdependson the typeof events tobe tracked
and, on the other hand, the type of events that can be tracked is limited by the
capabilities of the methods of computer vision and machine learning used.
The presented method is independent of the application to be followed, as it
only depends on the screen output of the device. The definition of the events
of interest must be done in a different way compared to a “classic” approach
for log file generation, not by a command in the source code, but as a defini-
tion of a GUI state. This raises new questions since the definition of an event
based on visual aspects is different from the definition of a log command in
an application. We present several different events and demonstrate how we
can use them. Furthermore, for logging by commands in the source code of
an application, events of interest have to be defined and implemented before
starting the data collection. But in some cases, it is not clear at the beginning,
which events or log data might be helpful for a certain research goal. With
screen recordings, it is possible to redefine events of interest after the screen
data has been collected and search again for different events in the videoma-
terial. This opens the possibility to iteratively improve the event definitions
for log entries in order to obtain log data that fits the research goal.
The following question takes privacy in relation to the described logging

approach into account.
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RQ3: How canwe improve the privacy of participants in user studies
involving long-termmobile screen recording?

The collecteddatamay contain sensitive informationaboutusers. If theuser’s
screen is being recorded, it can be challenging to find participants who are
willing to participate in such a research study (see section 2.1.4). This raises
the question of howusers can stay in control of their data and personal rights,
to improve the situation for potential participants. Especially as the inten-
tion of the presented work is to encourage further research using the logging
method to generate research data. This research question addresses these pri-
vacy issues in order tomake the approach feasible for future studies with po-
tential participants as well as for researchers. When we speak of improving
privacy, we do this not only in away that is required by laws (e.g.the EUGDPR).
But beyond that, a solution that is less privacy-invasive makes it easier for re-
searchers and participants to agree on study conditions and enable research.
The search for an ethically accepted solution from both perspectives can en-
able this type of data collection to be applied in larger contexts. We imple-
ment, present and evaluate a privacy concept for our logging approach. The
evaluation of the concept is done in a user study with potential participants.
These first three questions form the basis for the application of the ap-

proach in the context of education and the fourth research question. This
question addresses how the proposed logging approach can improve a com-
mon challenge when working with log files in learning analytics: a lack of de-
tail in the data (see section 2.1.3). This research question is being approached
in the context of learning analytics but is addressing an issue, which occurs in
mobile HCI research and other disciplines as well: unprecise measurement,
or lack of data in situations in which we have to guess or estimate what is
happening instead of that we can rely on our data. In this case, we address a
commonmeasurement in learning analytics: the time students spend using
an LMS, which is being estimated from LMS log files, coming with problems
and inaccuracies. In short, we know, for example, when a student logged into
the LMS, but from that, we can not directly tell, how long the LMSwas actually
on the screen of the student’s device or how long a particular content has
been viewed (more details in section 2.2.3).

RQ4: Using the approach in the context of learning analytics: How
can we combine details of log files from screen recordings with LMS
log files to improve the estimation of the online-time of students in
a LearningManagement System?
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The goal of this question is, to apply and evaluate the developed logging
method in learning analytics to collect and analyze data. We tackle a chal-
lenge from the data pre-processing steps of LMS log files in learning analytics:
estimating how long students are online in an LMS. This is a measurement
frequently used in learning analytics for further analysis and in statistical
models. However, the definition of how this time is calculated using the LMS
log files is not consistent in research andmany different ways of calculating it
are used, which leads to very different results. The online-time of students is
used in models for several predictions in relation to the performance of stu-
dents. An example is the prediction of probabilities of which students might
not successfully complete a course. These students can then be targeted with
the aim of improving their situation. By combining common LMS log files
with log files generated from screen recordings, a further understanding of
how the calculation of online time can be improved is gained. Although this
question is very specific, it stands as an example of a more general question
in HCI: how can we achieve higher precision and fill in “blind spots” when
working with log files which do not provide these details?
In the next chapter, the background and related work of this work are de-

scribed. In general, the first part of this dissertation is focusing on generating
log files of user actions and interactions based on the visually displayed in-
terface of mobile devices and the development and evaluation of a privacy
concept.
In the second part, we present an HCI research scenario in the context of ed-
ucation and how we apply our approach successfully in a learning analytics
study, highlighting the strengths of the approach presented in this thesis (see
also figure 1.1)
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2. Background and RelatedWork

This part gives an overview of the general background of this dissertation, on
collecting data to analyze user behavior onmobile devices. Additionally, each
chapter of this thesis has its section on the background and related work. The
first section of this chapter covers logging from amobile HCI perspective and
work that involves screen recordings. After that, current technical challenges
and efforts in research to enhance participants’ privacy in HCI research stud-
ies involving screen recordings are described. The second section presents
an introduction to learning analytics. The section starts with a definition of
learning analytics and proceeds with common data sources in this field and
related work on current challenges in data pre-processing for learning analyt-
ics.

2.1. Tracking User Behavior on Mobile Devices

The approach of this dissertation of generating data is in the field of mobile
HCI and especially in the development ofmethods for tracking and analysis of
interactions. To track user interactions on mobile devices, we need to collect
data that meets the requirements of the research objective. For this disserta-
tion, two ways of collecting data on themobile platform are relevant: log files
and screen recordings. For long-term data collection, log files are a common
and unobtrusive way of tracking application usage, for example. In compari-
son, screen recordings canprovide a very detailed perspective onuser interac-
tions but are often used in rather short-termed settings, because the manual
analysis is highly time-consuming.
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2.1.1. Log files

Log files are a common and effective instrument to run large-scale studies in
HCI. Originally, the basic purpose of log files is to record events while running
a computer system, like errors, status, and information on performance (Eick
et al., 1994). The focus of log file analysis is on the help and support during
software development, the detection of errors, software failure diagnosis, and
efficiency problems (Oliner et al., 2012). Systemor software failure log files are
usually the starting point for support engineers to back the point in the soft-
wareor codewhichmighthave led to theproblem(Yuanet al., 2011). Ingeneral,
a log file is a text document, containing an entry in every line. The format and
content vary, depending on the goal and purpose of the log files: logs from a
webshopmight be used tomaximize sales, logs from a routermight save how
many devices are connected to the wifi. Another well-known field of use is
online marketing and web server access.

Jansen et. al define a log file as “an electronic record of interactions that
have occurred between a systemand users of that system” (Jansen et al., 2008,
p.2). This definition aims more in the direction of interactions between hu-
mans and computers, which is relevant for the perspective of how we look at
log files for this thesis. On themobile platforms, there are several approaches
to generate log files about the long-term use of mobile application usage at
large-scale and in thewild. Also,mobile system logs are in use for security and
system failures. Ribeiro et al. (2020) use Android system logs for intrusion de-
tection, for example. Many research studies on mobile application usage are
based on log files for data collection as analyzing log files can be highly use-
ful in order to capture user behavior over the long-term or to track specific
events of interest. McMillan et al. (2010) describe how they use app stores to
run large-scale studies with thousands of users to overcome the problem of
having small sample sizes. They distribute a mobile application to create log
data on every participant’s device, the log data is sent back to the researchers.
Similar to this, a large scale study by Böhmer et al. (2011) analyzes the mo-
bile application usage behavior using log files. They log the application use
of over 4,100 participants on Android devices to analyze when, for how long,
and which applications are being used.
Another common research objective using logfiles inmobileHCI are usability
problems. Formobile evaluationof usablity Balagtas-Fernandez&Hussmann
(2009) show how log files collected by their framework during application us-
age can help to extract usability problems. Lettner & Holzmann (2012a) go a
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similar way and present a toolkit to track user interactions and use the data
to automatically find possible usability flaws. The toolkit can be added to An-
droid applications during the development stage.
Do et al. (2011) use log files to track places and social context of smartphone
use over nine months including 77 participants and infer patterns of phone
application usage. Their logging application saves the used applications, lo-
cations, and additionally Bluetooth data, as the number of scanned devices
nearby can give an idea of howmany other devices (people) are around. Most
of “early” smartphone studies use custom programmed logging approaches,
which have been developed for very specific studies.
In further studies, research frameworks aimed at reuse in research (e.g. Fer-
reira et al., 2015). Their AWARE framework formobile sensing logs awide range
of events, like starting and closing an application, battery status, GPS position,
phone calls, just to name a few. This is especially relevant from the point of
view that this thesis aims at the development of a general approach of data
collection on mobile devices as well and multiple purposes of usage of the
collected data.

2.1.2. Screen Recordings

Compared to system log files, screen recordings are a different way of collect-
ing data coming with other characteristics. Screen recordings are basically a
video of all onscreen activities, which are rendered to the display. McMillan
et al. (2015) describe the recording of the screen as data that supports “analy-
sis of micro-level interactions within and between applications on a device”,
whichmeanswe can followuser interactions very closely in anyapplication. A
popular example of the practical use of screen recordings are online tutorials
on platforms like YouTube that explain how to use a certain software. These
screen recordings are easy to follow and thus can help users to learn how to
use a certain application, similar to a step by step instruction (see e.g. Lafre-
niere et al., 2014). Before the spreadof smartphones and tablets, screen record-
ings had already played a role in desktop computing. The number of publi-
cations per year involving screen recordings has increased considerably since
thebeginningof the 2000s, frombelowten toover 70peryear in 2019 (search-
ing the Scopus database for TITLE-ABS-KEY(”screen recording”OR”screen cap-
ture”OR”screenvideo”)). Screen recordings are related tovideo-basedobserva-
tion and documentation. Before the technical improvements enabled com-
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putational light-weight screen recording in the background, video cameras
have been used to conduct interaction analysis of technology (e.g. Ruhleder &
Jordan, 1997). Ruhleder & Jordan (1997) use video to capture complex activi-
ties in workspaces, to extent traditional ethnographicmethods. Similar goals
have been pursued later, using screen recordings. Tang et al. (2006) use long-
term screen recording to unobtrusively collect data on how teams work to-
gether on multiple computers and coordinate work. They state that this data
sourcemakes it easy to follow users’ interactions and to collect rich empirical
data in the field. Imler & Eichelberger (2011) follow a comparable approach
and capture the screen videos of how students use the library’s databases at
the computers of the library and evaluate and discuss screen recordings as
a way to capture human-computer interaction. They use coding software to
analyze thematerial manually and value the source of data as helpful and in-
expensive.

Another frequent use for screen recordings, which emerged early and is re-
lated to the described observational interaction analysis, are usability stud-
ies in laboratory settings (e.g. Fast, 2002). A common concept is to record the
screen togetherwith the surrounding audio anda think-aloudprotocol (Kush-
niruk & Borycki, 2006). Kushniruk & Patel (2004) present a setup of using
screen recordings, think aloud and video observations of the user to evaluate
the usability of health software applications. Similar setups are currently still
in use in recent usability studies (see e.g. Planas & Cabot, 2020). With fewer
limitations due to improved hardware, recording the screen is not resource-
intensive anymore. Industry usage of mobile screen recordings is usually re-
lated to remote usability testing. Companies offer developers to have their
applications tested and receive screen recordings together with parallel audio
and video recordings of the user(tester) through the camera of the phone to
get feedback during the developmentwithout the effort of having to organize
a user study (see e.g. lookback.io, 2020; userfeel.com, 2020).

With the emergence of smartphones, mobile screen recordingsmoved into
focus for the application of screen recordings in usability studies. Liang et
al. (2011) show how mobile screen recordings can be used for remote usabil-
ity studies. Even for mobile devices, recording the screen is not resource-
intensive anymore for modern devices (Krieter & Breiter, 2018a). In compar-
ison to filming the device with an external camera, an obvious advantage is,
that a screen recording can not be occluded by the user’s hand, which is espe-
cially important in themobile context asmost smartphones or tablet devices
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have touch screens. Borycki et al. (2015) state that mobile screen recordings
are the least obtrusive way to evaluate mobile usability.

As the main contribution of this research work is to automate the analy-
sis of mobile screen recordings to expand the use of this rich data source to
a long time span we focus on projects which involvemobile long-term screen
recordings, which distinguishes them from the use of screen recordings for
short-term usability studies. There are rare research studies that use manual
analysis of screen videos in order to investigate mobile usage behavior and
show how to utilize screen recordings as a detailed data source to learn about
how users interact with their devices. Brown et. al collected screen record-
ings, audio, GPS location, and application launches of iPhone users and let
the participants annotate the videomaterial in formof small diary entries for
later analysis by the researchers (Brown et al., 2014). Related to this approach
is the so-called in vivo method combines logs of system data like GPS posi-
tion, active application, and additionally video recording of the screen and
the phone’s camera and audio of the surrounding noise and voices (McMil-
lan et al., 2015). Reeves et al. (2019) present a framework for collecting and
analyzing sequences of screenshots they call ’screenome’. They collect screen-
shots on mobile and desktop devices at five-second intervals. They are try-
ing to capture screenshots of all screen time on multiple devices together, of
one person. Although this is different to screen recording which covers all in-
teractions happening on the screen, instead of only one still image every five
seconds, they use this way of collecting data for long-terms. This relates the
work to this thesis, even if single screenshots are the basis. They transfer these
screenshots to a server andextract text and image informationusingOCRand
computer vision to organize the results in a searchable database. In terms of
automating the processing of screen recordings, there are previous studies
on the desktop platform that guide the development of the logging approach
presented in this thesis. Frisson et al. (2016) propose an automatic screencast
annotating system using computer vision techniques and OCR. Comfortable
from a researcher perspective, they present GUI editor to define events based
on screenshots, comparable to an annotation tool (Frisson et al., 2016).

The scope of application for this thesis is the use of screen recordings to
track and analyze mobile human-computer interaction. In addition to this
more general overview on screen recording, the related working sections of
the publications in the first part of this dissertation give a specific overview of
earlier work on each individual contribution (see section 4.2 and 5.2). We build
on existing methods and address previous efforts in mobile HCI research,
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which aim to further expand the use of screenshots or screen captures, and
several approaches strengthen screen output as a highly valuable data source.

2.1.3. Technical Challenges

Both types of data collection and analysis, whether using log files or screen
recordings, are associated with different technical challenges.

A challenge when working with log files is that most log entries lack some
of the context in which they occur. A web server log entry tells when a person
has visited a certain website. However, it does not say how long the person
looked at the page, how the scrolling happened, or whether the person imme-
diately switched to another program. Addressing the missing context when
debugging software, Yuan et al. (2011) present the “Log enhancer”, an approach
to add more information to log messages in software to enhance and reduce
the overhead when diagnosing software problems. This is an example for the
mentioned aspect, that log files might contain a smaller picture of what is
happening, making a detailed analysis a challenge. In this case, the tool adds
information, that programmers might have added to the log message to eas-
ier solve problems. Another phenomenon is that log files consist of records
and information that are not relevant to the purpose for which they are used
and that filtering and pre-processing of the data is necessary. Eick et al. (1994)
speak of “log noise”, which are unimportantmessages in the log files which do
not help on finding a certain problem. On the other hand, non-obvious prob-
lems might also be hidden in this noise, which can make the analysis of log
data in general challenging.

The missing context is especially important when using log files in mobile
HCI research. This results in some cases from using system log files for some-
thing other than what they are intended for: user research instead of moni-
toring and debugging software. When using log files to research mobile user
behavior, several challenges frequently occur. Mostmobile logs are limited to
rather general system events like which application is present or if the screen
is turned on or off, for example. Usually, to generate log files about what is
happening inside a certain application, we have to implement log commands
in the source code of this application or the operating system. McMillan et al.
(2015) state that automated logging removes a lot of the context information
in which the usage of the mobile device occurs. Thus, mobile-log approaches
are able to answer a variety of questions about the use of smartphones and
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applications and to create data sets for current large-scale research. However,
they are limited in theway that they cannot take into accountwhatusers actu-
ally do within the applications (Böhmer et al., 2011). Regarding this limitation
Böhmer et al. (2011) mention in their large-scale study on mobile application
usage, based on log files, that the details onwhat is happening inside of an ap-
plication are not available from these logs. As an example, they name a web
browser, an application that can be used for multiple purposes, like looking
something up in a dictionary to checking public transport. This limits the ex-
planatory power of these log files. Frameworks like AWARE, solve the lack of
context to some extend, by making the tracking of manymobile sensors and
data points possible within one consistent data format. Through this com-
bination of many phone sensors, the user context can be inferred to some
extend. An example could be to estimate how the user holds the phone (gy-
roscope) or whether the user is in a car (GPS) (Ferreira et al., 2015).

There are different tools, frameworks, and custom solutions to collect log
data on mobile devices. For example, many applications offer APIs to collect
data (e.g. WhatsApp, Instagram, SMS service), but it is quite costly to bring
all these different data sources together, as most of them come in different
formats and are not customizable in what they exactly track or provide. It is
not easy to combine and analyze many different sources and formats of data
together. Reeves et al. (2019) describe this as a problem for their “screenome”
project and as a reasonwhy they choose to take screenshots every five seconds
and use OCR on the images instead of collecting their data via APIs of several
different applications, to collect data on social digital activities of their partic-
ipants.

From a technical perspective, screen recordings as a data source for mobile
trackingaremuchmore resource-intensive than storing systemevents ina log
file. At the same time, resources on mobile devices are usually more limited
compared to server solutions or desktop computers. Permanent video record-
ing needs storage capacity, although this limitation is becoming less impor-
tant due to increasing local storage (McMillan et al., 2015). From the dataset
weuse for the first publication of this dissertationwe know, that recording the
phone’s screen in high quality for 24 hours which results in about one hour of
screenon time,weget videofiles of 2,2GB (see table 4.4.1 for anoverviewof dif-
ferent video settings and filesize). In terms of modern mobile device storage,
even high-quality video is unproblematic, but transferring large video files to
research servers is still a challenge.
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Anobvious challengewhenworkingwith screen recordings is that theman-
ual analysis of videos takes a considerable amount of time. Depending on the
task or research question, the time required formanual review and analysis of
screen videos can vary widely. The previously presented work which involves
long term screen recordings has different approaches to address this. Brown
et al. (2014) let their participants label the recordings in the form of a video
diary, which makes the categorization, interpretation, and finding of record-
ings easier. McMillan et al. (2015) triangulate the data with other sources such
as log files to cross-check the screen recordings with additional information.
One example is location data. If only recordings at a specific location are of
interest, this is a way to reduce the number of videos to be analyzed and to
speed up the process.

When it comes to analyzing screen recordings automatically, the computa-
tional cost is high. Frisson et al. (2016) state that using computer vision for
processing large amounts of video material limits the possibilities of their
approach and mention speeding up the processing of screen recordings as a
challenge to address. Additionally, they see possible errors in the detection of
computer vision as a problem. The tool “Sikuli Test” (Chang et al., 2010) is an
approach to test desktopGUIs automatically using computer visionmethods,
which does not produce log files, but faces and solves a similar problem: rec-
ognizing certain events in the user interface and parts in the GUI to act upon
it. They make a lot of use of the computer vision method template matching
to find image parts in another image (video frame), which takes significant
time but works reliably. Their “Sikuli” framework is still relevant for similar
current projects on GUI automation (see e.g. Ramler et al., 2020).

Related challenges are reportedbyReeves et al. (2019), who inpartworkwith
the labeling of screenshots to train machine learning models for recognizing
certain applications. This comes with two challenges. First, to train their ma-
chine learning model, they need labeled training data. They manually label
screenshots to create a data set to use as ground truth for theirmachine learn-
ing pipeline, which takes a lot of human labeling work. Second, the training
ofmodels needs time and computational power. The results of theirmachine
learning model on labeling screenshots are according to them greater than
85% in correctness, which still is a challenge as a considerable amount of la-
bels are wrong.

Privacy can also be considered from a technical perspective, but these is-
sues will be discussed separately in the next section, as they are particularly
relevant to a large part of this work.
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2.1.4. Privacy Challenges

While it is technically possible to collect more data than ever before, it is still
a challenge to enforce user’s rights of privacy and control over their data and
at the same time enable researchers to collect necessary data. It is not easy to
transfer, social, ethical, and legal aspects into system requirements.

There is a discrepancy between privacy interests and personal rights of
users and the obligation to keep research data and make it accessible for fur-
ther research purposes or reproduction of results. Gebel et al. (2015) describe
this aspect of research data management using the example of qualitative
interviews. Complete anonymization to protect the personal rights of par-
ticipants generating this data is difficult and changes the data significantly,
which reduces the usefulness and reproducibility of results for others. Often
data is reused for new research purposes other than the one initial purpose,
leading to important contributions, as for example Lowrance (2003) states.
Primary medical data is often stored in electronic databases and reused, to
conduct further research, for example on epidemics, patterns of occurrence,
or evaluation of healthcare. There are efforts to developmethodsmaking data
accessible while still keeping it confidential to prevent inferring of individu-
als from research data. Boker et al. (2015) present an approach based on data
that is only saved privately on the user’s device. All calculations for research
involving the participants’ data is done locally on their devices, the research
side only receives the result. They improve privacy through a decentralized
structure of participant data. A similar step is also an important part of the
privacy concept presented in chapter five.

This raises the question, how participants in research studies can be aware
of which data they are sharing for what purpose and how they can control
what they share. On the other hand, it is important to enable research and
to maintain a balance between the effort and benefits of privacy ambitions,
for participants and researchers alike. This is a frequent challenge in current
HCI research on ethics and privacy (e.g. Brown et al., 2016). Informed con-
sent is necessary formostHCI studies unless they are completely anonymous.
Hence, having a concept of privacy that is able to convince participants, and
not just fulfilling the legal expectations, should be the goal of ethical research.
Brown et al. (2016) discuss these issues in a position paper on HCI research
ethics and state that “not harming or burdening participants is more impor-
tant than teaching them the intricacies of academic studies”, advocating a bal-
ance between privacy in practice and research interest.
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The concept of Privacy by Design emerged in the ’90s and contains seven
principles to take into account: Proactive not reactive, Privacy as the default
setting, Privacy embedded into the design, Full functionality, End-to-end secu-
rity, Visibility and transparency, Respect for user privacy (Langheinrich, 2001;
Cavoukian, 2011). The idea is tomake Privacy byDesign a standard to improve
privacy by considering it while developing a product and even before. In a po-
sition paper, Schaar (2010) emphasizes that it is less time-consuming to ad-
dress data protection at an early stage during development or in the planning
phase and not only afterward as a “patch” to make the software compliant
with data privacy regulations. Alongwith the guidelines of Privacy byDesign,
Gürses et al. (2011) present two case studies from software engineering, an eP-
etition system and a road toll system, and state that there is no “one-way” so-
lution to privacy, which makes the implementation of privacy very complex.
Rubenstein and Good notice that although companies and regulators agree
on Privacy by Design as an important aspect to incorporate, but struggle on
how this can be achieved in detail (Rubenstein & Good, 2013, p.1349). More
indications are pointing in this direction. Ayalon et al. conducted a study
on howdevelopersmake decisions about privacy because approaches like Pri-
vacy by Design are not a common principle in companies and development
departments (Ayalon et al., 2017). Related to Privacy by Design is the “privacy-
by-architecture” approach that is defined by trying to implement the mini-
mization of the collection of personal data that can be identified and focuses
on its anonymization (Spiekermann&Cranor, 2009). In addition, theprocess-
ing and storingofpersonal data is stronglypreferredon the client-side instead
of network storage, as Spiekermann & Cranor (2009) emphasize. They advise
this approach over the “privacy-by-policy” approach that emphasizes the no-
tice and choice for users on which of their personal data is used but does not
implement privacy by design or default.

While anonymization can work for log files, the case is different when it
comes to permanently recording the screens of participants. The anonymiza-
tion of log files is different compared to screen recordings. Web server log
files, for example, usually save which page has been viewed, the IP-address,
and time and date. This strict format makes it possible to remove the IP ad-
dress, which is an efficient step in the direction of anonymizing these kinds
of files. Screen recordings have obvious privacy and ethical problems when
used for data collection in user studies. As they reveal everything a user sees
while interacting with a device, many abuse scenarios are possible. From an
ethical point of view, it is therefore of interest to consider whether such data
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collection is justified by the benefits of the research. From a privacy perspec-
tive, the automatic analysis has the advantage that we only search for specific
events. In comparison, the manual analysis will always lead to the problem
that a person watching the recording will see more than just the actions of
interest. However, this alone is not a sufficient data privacy concept to use
screen recordings for long-term user studies in non-laboratory settings. The
fact that screen recordings are privacy-invasive is a reason for participants or
potential participants to leaveornot join auser studywhich involves the long-
term recording of the screen. This is an important challenge when working
with screen recordings in user studies. Tang et al. (2006) use long-term screen
recordings and conduct interviews with their participants on how they per-
ceived this privacy-invasive way of data collection. They conclude, that some
participants declined to join the study due to privacy considerations. A sim-
ilar experience is reported by Reeves et al. (2019), who collect screenshots of
their participants’ devices every five seconds. A study, which also works with
screenshots at afive-second interval to collect dataondesktopcomputersover
two weeks, mentions, that one of 14 participants left the study due to privacy
concerns Vuong et al. (2017).

We address these privacy issues related to screen recording in the first part
of this dissertation (see section 5.2) and present a solution approaching this
problem. Most previous work using screen recordings is aware of these pri-
vacy issues but still lacks to address these to enhance the situation for both:
participants and researchers.

2.2. Tracking for Learning Analytics

Tracking for learning analytics and HCI research has many similarities. Both
disciplines share methods and do research on user behavior and modeling.
They use similar data sources to do so, but with different research objectives.
Asmentioned in the introduction, this field is a promising domain for the ap-
plication of the logging approach presented in this thesis, as we can directly
address challenges in data pre-processing for learning analytics. In mobile
learning analytics, logging mobile device user behavior is done to analyze or
predict the learning outcomes of students. learning analytics is often used to
predict learners’ performance or problems and to intervene. This results in
privacy being an important issue in learning analytics as well, as these pre-
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dictions are made on a personal and individual basis for students and teach-
ers. This part starts with a definition of learning analytics and common data
sources, followed by an overview of current challenges in processing data for
learning analytics.

2.2.1. Definition of Learning Analytics

With the use of digital devices and services for learning, more and more data
related to education is available. Analyzing this data enables new ways, of
how we can look at learning processes, which happen in digital learning en-
vironments. The first international conference in 2011 on learning analytics
andKnowlegedefines learninganalytics as themeasurement, collection, anal-
ysis, and reporting of data about learners and their contexts, for purposes
of understanding and optimizing learning and environments in which it oc-
curs”(LAK-Conference, 2011). Siemens (2013) considers this definition as the
most common and adopted definition and additionally sees Cooper’s defini-
tion of analytics drawing from business intelligence as helpful: “Analytics is
the process of developing actionable insights throughproblemdefinition and
the application of statisticalmodels and analysis against existing and/or sim-
ulated future data.” (Cooper et al., 2012). Papamitsiou & Economides (2014)
follow this and state that learning analytics are related to ´´business intelli-
gence, web analytics, academic analytics, action analytics, and predictive an-
alytics”. Ifenthaler & Schumacher (2016) summarize learning analytics make
use of data regarding individual student characteristics, like prior knowledge
and academic achievements. Additionally, activities in the learning environ-
ments, like page views and upload or download activities, for example. Also
benchmarks from the course of studies, like learning outcomes, and the com-
munication and interaction in their network of other students and teachers.

Learninganalytics consistsnotonlyof the technical realizationof collection
data and detect patterns but to generate insights for multiple stakeholders,
like students, teachers, and university staff, as Drachsler &Greller (2012) state.
Since learning analytics is about learning, the involvement of these stakehold-
ers is particularly important and the discipline must show that it can have a
long-term practical impact on students and on teaching Gašević et al. (2015).
A common application is the approach of identifying or predicting students
who have problems in coping with a course or their studies at an early stage
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and offering support through appropriate interventions (see Papamitsiou &
Economides, 2014).

The field of learning analytics is closely related to Educational DataMining,
which focuses more on the development and application of methods to ana-
lyze large educational datasets in order to recognize patterns (Romero & Ven-
tura, 2013; Papamitsiou & Economides, 2014). Both fields have overlaps and
“constitute an ecosystemofmethods and techniques” (Papamitsiou& Econo-
mides, 2014) to encourage thinking about learning processes and improve ed-
ucational environments. As a result, the goals of both disciplines are similar.
In contrast to educational data mining, learning analytics focuses more on
sensemaking and deriving action fromdata, while educational datamining is
more concernedwithmethods for data analysis of educational data (Siemens,
2013).

2.2.2. Data Sources for Learning Analytics

Like inHCI research, learning analytics studies are oftenworkingwith log files
aswell and facing similar problems. Themost commonly used data source for
learning analytics are log files from LMS (Papamitsiou & Economides, 2014;
Pardo & Kloos, 2011). LMS have become an integral part of the university con-
text, schools, and business. They form the information technology basis for
the organization of courses, communication between students and lecturers,
andbetweeneachother, rightup to thehandlingofonline tutorials andexam-
inations. Due to the high prevalence of LMS,most log file analyses in learning
analytics are performed with data from these systems Pardo & Kloos (2011).
When used by students and lecturers, data traces are generated which, stored
in the formof log files, are used for the analysis and evaluation of awide range
of questions. A common application is to identify or predict students who
have problems inmastering a course or their study program and to offer sup-
port by appropriate actions (see Papamitsiou & Economides, 2014). Compa-
rable to challenges described in the previous sections on tracking in mobile
HCI research, data sources for log files used in learning analytics struggle to
provide a whole picture of what is happening in a digital learning environ-
ment. Learning analytics have been described as “LMS-centric”(see Pardo &
Kloos, 2011). Log files from an LMS are often just a small piece of all interac-
tionswhichhappen in a digital learning environment. Often, communication
between peers happens through existingmobile chat or socialmedia applica-
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tions and not through the communication features of the used LMS (Pardo
& Kloos, 2011; Dyment et al., 2020). This results in many studies that use ad-
ditional data sources. The second part of this thesis presents the approach of
this thesisbased screen recordingsasadata source fromthe learninganalytics
perspective and showshow this data source canbeused to collect data beyond
LMS log files. Section 6.2.1 and 7.2.1 give an show related work on data sources
in learning analytics outside the LMS. This paragraph presents an overview.
There are examples of using data sources outside an LMS for LA in the context
of learning programming. Pardo & Kloos (2011) presents an approach using
virtual machines to log a number of events outside of an LMS. They provide
pre-configured virtual machines to students of a programming class that the
students run on their personal computers. Themachinesmonitor a couple of
events like power-up and shut down, start and use of selected tools and com-
mands, and browser history. They show that a significant amount of relevant
interactions happen outside of the sphere of the used LMS. Related to that,
Blikstein is using a dataset of a three-week student assignment on program-
ming using a programming environment that logs many users’ interactions,
such as keystrokes, clicks, variables changes, and changes in the source code
(Blikstein, 2011). He shows, how this data can be used to find certain events
in the process of programming and suggests identifying situations in which
studentsmight needhelp. Fernandes-Medina et al. use compilemessages as a
data source and analyze the work of students to report on the individual and
comparative progress of learning (Fernandez-Medina et al., 2013). They use
the results to informstudents about their learningprocess. Another recent re-
lated approach to this is pursued by Öztürk et al. by developing a web-based
programming environment for novice students to collect data Öztürk et al.
(2018). By identifying metrics for student performance they use this data to
predict students at risk to drop out at an early course stage. Another attempt
to gather data beyond the LMS is introduced byKitto et al. (2015) utilizing data
from social media combined with LMS data. They present an open source
toolkit accessing six social media APIs and save it in a standardized notation
for further analysis. Their focus is to gather data from multiple sources in a
uniform way at large-scale, but also concerns regarding related privacy and
data ownership issues. Another study by Tempelaar et al. (2015) explores and
compares the predictive power of different learning analytics data sources.
Therefore, they collect self-reported data, LMS data, and e-tutorial data of for-
mative assessments. In the conducted study, data from 922mathematics and
statistics students is being collected. They mention that the use of only LMS
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data does not have substantial predictive power in their study. They find that
the use of formative computer-assisted assessments is a good predictor for
detecting underperforming students.

It is not decided within the learning analytics community which student
interactions in a digital learning environment are crucial for effective learn-
ing (Agudo-Peregrina et al., 2014). This makes it important to ask which data
points are worth tracking and which can be technically tracked and used for
good predictions and analytics. It is a current challenge to re-evaluate mea-
sures of online activities of students, because in some cases it is unclear, what
is actually measured. The relevant challenges for this thesis are addressed in
the next section.

2.2.3. Challenges in Data Pre-processing

Typically, various data points are included in order to be able to make predic-
tions about student performance factors using statistical models. Frequently
used data points are, for example, the length of time students spend in the
system, or the number of clicks, and logins in a given period. You (2016) pre-
sented a study on which indicators from LMS usage are significant to predict
the success of students in an online course. The study included 530 students
and showed that regular participation, the late submission of assignments,
and the number of sessions are decisive. A sessionmeans, in this case, the fre-
quency of logins to the LMS. A study by Kovanović et al. (2015) takes a closer
look at another measure which is derived from LMS data. They explore the
time-on-task estimation of students using differentmethods to calculate this
time and its effect on commonly adopted models. Their results show, that
the chosen time-on-task estimation methods have a significant effect on the
outcome of statistical models. They intend to bring more awareness of this
and similar processes in learning analytics, as the different methods for es-
timation lead to different assumptions on student performance. Conijn et
al. (2017) compare the results predicting student performance of 17 blended
learning courses of the LMSmoodle of one institution. The courses consist of
4,989 students. They use common predictive LMS variables from the litera-
ture (e.g. clicks, session, online-time, etc.) and conclude that the portability of
predictive models of the courses is low and varies strongly, which questions
the validity. Statistical models that worked well for one course did work for
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other courses. They emphasize the need to include additional data sources
beyond just LMS log files.

These studies raise a central question when preparing data for use in sta-
tistical models: What do we actually measure? In many cases, certain mea-
surements are derived from the log files of LMS, which always involves a cer-
tain degree of uncertainty. This can be seen, for example, in the calculation
of the time, a student spends in an LMS. In the literature, there are numer-
ous definitions used to calculate this time. Marquardt et al. (2004) specify a
session quite vague as a set of user’s accesses during a visit. Another defini-
tion by Ba-Omar et al. (2007) describes a session to calculate the online-time
as a learner’s access to the system, ending with a timeout after 30 minutes
to start a new session. del Valle & Duffy (2009) also use a similar definition
and a 30-minute timeout for the last activity in the system. A study byMunk
& Drlík (2011) identifies a session “as delimited series of clicks realized in the
defined time” and use a timeout of 15 minutes to start a new session. Sael et
al. (2013) calculate based on all user interactions between login and logout,
which leaves open how they define the end of a session if the user does not
actively log out. Zacharis (2015) use a 40-minute timeout for a session, which
contains all user action between login and logout or a timeout of the session.
The already mentioned study by Conijn et al. (2017) uses a similar definition,
also with a 40-minute timeout and use the time between first and last click to
calculate the online-time of the students.

These definitionsdiffermainly in the lengthof the timewindow,whichmay
lie between two clicks, in order to calculate the end and length of stay in the
systembased on a series of clicks (see also table 7.1). This leads to very different
calculations, depending on the definition used. Kovanović et al. (2015) show
that these differences in calculation can, in turn, have a strong impact on the
predictions of statistical models based on this data and thus, for example, on
the identification of students who have problems in completing their studies.
Apart from rather simple derivations such as duration of stay or number of
clicks, more complex theoretical constructs such as student motivation can-
not be derived from pure LMS log files, as Conijn et al. (2017) state. Dyment et
al. (2020) present findings from an interview study pointing in the direction
that the engagement of students in online courses is notmeasurablewith just
LMS data, because many interactions and relevant activities are happening
outside of the closed learning environment. The problems faced by the learn-
ing analytics community appear in a similar way in HCI research. A study by
(Ernala et al., 2020) is using a dataset from Facebook with detailed server logs
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from the social network that is used to estimate the time users spent on Face-
book. They state that even with these detailed logs from their own servers it
remains complex and sometimes inaccurate to estimate the time users ex-
actly spent on the platform. This underlines the complexity of online time
estimation in general. Section 7.2.2 gives more details data pre-processing for
student online time estimation in learning analytics.
In the second part of this dissertation, we address these issues in the data

pre-processing and show how the approach developed and described in this
work can be used to generate data for LA, with a focus on the precise online-
time estimation of students (see section 7.2.2).

2.3. Summary

From the described findings and challenges in previous research on collect-
ing data on user behavior in the fields of HCI and learning analytics, we can
summarize several aspects which are relevant for the work presented in this
dissertation. Some conclusionswe can draw from the previouswork are listed
below.

• Mobile HCI research using log files (e.g. based on system events) strug-
gles on taking into account what users are doing inside of applications
because they lack these details but are highly suitable for long-term
studies. Similar issues are reported by previous work in learning ana-
lytics working with log files, mostly from LMS. These LMS log files lack
details for important measurements in this domain, for example, the
online time of students. Due to these limitations, previous work in
learning analytics advocates the use of additional data sources to ex-
tend the data basis for analytics from just LMS log files.

• Screen recordings provide details of all activities that occur on the
screen at amicro-level but are not feasible for long-termstudies because
they usually have to be analyzed manually, which is time-consuming.
Multiple studies emphasize this data source and its level of detail and
independency of applications. Screen recordings are used often for
usability tests, interactional analysis in the tradition of video-based ob-
servations, or as an additional data source in combinationwith log files,
for example.
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• The strong argument that screen recordings reveal everything on the
user’s screen results in a privacy problem, which is beside the time-
consuming analysis, another major limitation. Previous research work-
ing with screen recordings reports this as a challenge when recruiting
and working with participants in user studies because participants are
skeptical as recording the screen is highly privacy-invasive.

From this, we can conclude, that a way to collect data on user behavior at
high detail, regardless of which application, long-term, and privacy-friendly
onmobile devices is highly beneficial for further research in the fields of mo-
bileHCI and learninganalytics. This forms thebasis for the researchpresented
in the next chapters.
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3. Publications and Thesis Structure

This research work consists of five peer-reviewed original publications in in-
ternational conferences, a journal, and an article in an edited collection. This
section explains how these are integrated into this dissertation and which re-
search questions the individual publications address andhow. In general, this
thesis contains twomain parts. The first part deals with the technical realiza-
tion and evaluation of the proposed logging method and privacy-related as-
pects in terms of applying this approach in user studies. The second part ad-
dresses the fourth researchquestionandhowthedeveloped loggingapproach
can be used to generate data in a research study in the context of learning
analytics and how we can extend LMS log files with log data generated from
mobile screen recordings.

Part I: Technical Solution, Privacy and Evaluation

This section addresses the first two research questions and consists of
two publications. The following article addresses the first and second
research questions and describes how mobile screen recordings can
be analyzed automatically to track mobile application usage and how
events can be defined. This paper has been nominated for the best
paper award and received the Honorable Mention award at the Mo-
bileHCI 2018. I developed the idea for this paper and was responsible
for the technical implementation and the conduct of the study and ex-
periments as well as for the analysis and interpretation of the results.
The paper was written by me, with feedback and support from Andreas
Breiter.

Philipp Krieter and Andreas Breiter (2018). Analyzing mobile ap-
plication usage: generating log files from mobile screen record-
ings. In Proceedings of the 20th International Conference on
Human-Computer Interaction with Mobile Devices and Services
(MobileHCI ’18). ACM, New York, NY, USA
DOI: https://doi.org/10.1145/3229434.3229450

Abstract: Logging mobile application usage on smartphones is limited
to rather general system events unless one has access to the operating
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system’s or applications’ source code. In this paper, wepresent amethod
for analyzing mobile application usage in detail by generating log files
based on mobile screen output. We are combining long-term log file
analysis and short-term screen recording analysis by utilizing existing
computer vision andmachine learningmethods. To validate the log re-
sults of our approach and implementation we collect 118 sample screen
recordings of phone usage sessions and evaluate the resulting log file
manually. Besides that, we explore the performance of our approach
with different video quality parameters: frame rate and bit rate. We
show that ourmethod provides detailed data about application use and
can work with low-quality video under certain circumstances.

The next publication does not only put privacy in focus but the techni-
cal scalability of this logging approach for long-termHCI research stud-
ies. This publication is addressing the question of how we can improve
the privacy of participants in user studies involving long-term mobile
screen recording.

Philipp Krieter. (2019).Can I record your screen? Mobile screen
recordings as a long-term data source for user studies. In Proceed-
ings of the 18th International Conference on Mobile and Ubiqui-
tous Multimedia (MUM ’19). ACM, New York, NY.
DOI: https://doi.org/10.1145/3365610.3365618

Abstract: Mobile screen recordings are a rich data source to follow
user interactions, but at the same time are highly privacy-invasive and
manual analysis is time-consuming. This data source is mostly used in
small, short-term user studies. Cloud-based approaches can automate
the screen recording analysis but lack addressing that recordings con-
tain sensitive private data. This makes ist hard to find participants for
user studies involving long-term screen recording. In this paper, we
present an approach to automatically analyzing mobile screen record-
ings on the user’s mobile device that respects privacy and makes the
approach scalable. We evaluate our privacy concept in a survey study of
35 participants, which indicates our concept increases the willingness
of participants to participate in research studies using this method. For
technical validation, we carry out test runs on several different devices
and show that our approach can provide long-term results reliably in a
pilot study.

Part II: Application of the Approach in the Context of Education
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The second part of this dissertation addresses howwe can apply the pre-
sented approach in the context of education, for learning analytics. This
part consists of two publications. The following paper considers the log-
ging approach as a data source from the perspective of howwe can track
students in digital learning environments regardless of which applica-
tion or an LMS.

Philipp Krieter and Andreas Breiter. 2018. Track every move of
your students: log files for Learning Analytics frommobile screen
recordings. In the 16th E-Learning Conference in Computer Science
(DeLFI 2018). Bonn: German Informatics Society e.V.. p. 231-242.
https://dl.gi.de/handle/20.500.12116/21042

With the feedback fromAndreas Breiter I identified the need in learning
analytics for additional data sources to capture student activities out-
side the LMS and developed the idea and concept for this paper. The pa-
per was written bymewith comments and advice fromAndreas Breiter.
Abstract: One of themain data sources for learning analytics are Learn-
ing Management Systems (LMS). These log files are limited though to
interactions within the LMS and cannot take into account interactions
of students in other applications and software in a digital learning envi-
ronment. In this paper, we present an approach for generating log files
based on mobile screen recordings as a data source for learning analyt-
ics. Loggingmobile applicationusage is limited to rather general system
events unless youhave access to the source code of the operating system
or applications. To address this we generate log files frommobile screen
recordings by applying computer vision andmachine learningmethods
to detect individually defined events. In closing, we discuss how these
log files can be used as a data source for learning analytics and relevant
ethical concerns.

The fourth paper is focusing on a practical example and use of research
data generated using our logging approach in a learning analytics study
and emphasizes and demonstrates the strength of this approach. In
learning analytics, missing details of log files and the validation ofmea-
surements are reported challenges. Our way of generating log data
about learning from screen recordings addresses both of these issues.
We aim at providing detailed data of all activities in a digital learn-
ing environment, independent of application or LMS. Additionally, we
show howwe can use this additional data to evaluate existingmeasure-
ments in learning analytics. We present results that show that common
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online-time time estimations do not work for the actual online-time of
our participants in a popular LMS.

Philipp Krieter. 2020. Are You still there? Estimating Students’
LMS Online-time by combining Log Files and Screen Recordings.
IEEE Transactions on Learning Technologies. Under review (sub-
mitted 6th of January 2020).

Abstract: The time students spend in Learning Management systems
(LMS) is an important measurement in learning analytics (LA). One of
the most common data sources are log files from LMSs, which do not
directly reveal the online time, the duration of which needs to be esti-
mated. As this measurement has great impact on the results of statis-
tical models in LA, its estimation is crucial. In the literature, there are
many strategies for estimating the duration, which do not represent the
actual online time of the students. We combine LMS log files of our stu-
dentswith parallel screen recordings and automatically analyze for how
long the LMS is present in the video. We visualize the results and show
that commononline time estimation strategies donot represent the on-
line time for our students accurately. By usingmodified online time es-
timation methods, we find estimations that fit the data of our students
better on an individual basis.

Although the fifth publication is thematically anchored in the second
part, it forms the basis for the background and related work of learning
analytics at the beginning of the thesis. This article has been published
in an edited collection. The background section (2.2) of this thesis, which
gives an overview of the definition, data sources, and pre-processing
steps in learning analytics, consists of parts of this publication. An-
dreas Breiter supervised the project and provided feedback in all phases
of the creation of this publication. I developed the idea for the data
preparation, analysis, visualization and interpretation of the results.
The original publication has been published in German language, the
title translates to “Digital traces of students in virtual learning environ-
ments”.

PhilippKrieter,AndreasBreiter. 2020. Digitale SpurenvonStudieren-
den in virtuellen Lernumgebungen. In Hofhues, S., Schiefner-Rohs,
M., Aßmann, S. & Brahm, T.. Studierende - Medien - Universität.
Einblicke in studentische Medienwelten. Münster: Waxmann. p.
131-152. ISBN: 978-3-8309-4049-4
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Abstract (translation): This paper describes the results and the process
of log file analysis in the Your(r)Study project, which aims to combine
the qualitative data of the project with the quantitative log data of a
Learning Management System. By means of descriptive methods and
clustering the log data will be examined with regard to the questions of
the project. In addition, there is a critical discussion of the limits of a log
file analysis in relation to the goals.
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4. FromMobile Screen Recodings to Log
Files

This chapter has been published with the title “Analyzing Mobile Application
Usage: Generating Log Files from Mobile Screen Recordings” in the Proceed-
ings of the 20th International Conference on Human-Computer Interaction
with Mobile Devices and Services 2018 (MobileHCI’18) published by the ACM.

4.1. Introduction

Several insights from research into the use of mobile applications are based
on log files from data collection applications or frameworks, as analyzing
log files can be very useful in order to capture user behavior over the long
term or to track specific events or usability problems. (Böhmer et al., 2011;
van Berkel et al., 2016; Do et al., 2011; Balagtas-Fernandez &Hussmann, 2009;
Lettner & Holzmann, 2012b,a). Most logs are limited to rather general system
events (McMillan et al., 2015) like which application is present or if the screen
is turned on or off. These approaches are able to answer a variety of questions
about the use of smartphones and applications, but cannot take into account
what users actually do within applications (Böhmer et al., 2011). A user that
opens Whatsapp could just chat with another person, but could also be in
an audio or video call, update his or her status, take a picture, video or voice
message and send it to a group chat. This is making the analysis of in-detail
mobile application usage difficult, as most logs can not provide deep in-app
insights of events or interactions inside applications without modifying the
apps’ source code.
In contrast to log files, the analysis of mobile screen recordings provides a

different view of user interaction. The strong focus on GUIs in HCI leads to
the fact, that the interpretation of screen recordings enables understanding
almost any action, behavior or task the user is pursuing while using a com-
puter system as a GUI always represents the current state of a system, based
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on user and system events (Aho, Kanstren, et al., 2014). Onewidely used possi-
bility resulting from this is the recording and analysis of screenvideos to draw
conclusions about howusers interact with software or to evaluate usability or
user experience. The analysis of screencasts can provide deep qualitative and
quantitative insights into how humans use and interact with computer sys-
tems (Kushniruk & Patel, 2004; Haak et al., 2003; Barnum, 2010; Lazar et al.,
2017). Hence it is a time-consumingmethod: the analysis of screen recordings
to find certain events or actions of interest is not suitable for long-term inter-
pretation of hours, days or even years of screen recordings. This limits the
analysis of screen recordings to relatively short time spans. Currently most
user experience evaluation methods are focused on short-term evaluations
(Vermeeren et al., 2010).
Knowledge of how users interact with applications is essential for the de-

velopment of software products. Therefore we combine two common exist-
ing approaches to generate data about user interaction: log files and screen
recordings. The goal is to utilize the strengths of bothmethods to gainmean-
ingful data for further analysis.
In this paper, we propose a method for analyzing mobile application us-

age in high detail by generating log files based on mobile screen recordings
through applying computer vision and machine learning methods. This ap-
proach has some major advantages. The method is not dependent on imple-
menting log commands in applications’ source code and is for that reason ap-
plicable to ”all” application and systems events that occur on theuser’smobile
screen, extending the logging capabilities from rather general system infor-
mation to in-app interactions. It is possible to track multiple mobile appli-
cations using the same method. The definition of log events of interest can
be done even after collecting data, as the videomaterial can be reused to find
different events. Thismakes the approach flexible and in the case that during
the analysis it becomes obvious that other log data is actually needed to carry
out a study or answer a question, there is no need to collect data again.
The main contribution of this paper is to introduce a method for data col-

lection.

• We show howwe can find events automatically inmobile screen record-
ings to create log files. In order to validate the proposedmethod, we per-
form test runs with mobile screen recordings of a sample size that can
still be analyzed manually to compare and verify the results. Another
question closely related to this is what kind of events are detectable us-
ing the proposedmethod and how these can be defined.
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• In addition, we analyze videoquality requirements based onbit rate and
frame rate to prepare for future large-scale, long-term studies. As high-
quality video recordings easily produce big file sizes, it is an issue espe-
cially in a mobile environment, under which video quality conditions
the method can still produce acceptable results.

4.2. RelatedWork

There are some approaches in the research community focusing on logging
and analyzing human-computer interaction which are related to the pro-
posed loggingmethod.

The idea to use screenshots or screen recordings to get better insights has
been a frequent topic in HCI research. Findings of a study exploring the pos-
sibilities of a tool for logging screenshots and interactions (in this case clicks,
touches, selects etc.) show that this information helps to analyze human-
computer interaction on mobile devices in a non-laboratory setup together
with log data (Kawalek et al., 2008). One of the benefits of this loggingmethod
highlighted by Kawalek et al. is that the sighting of the logs combined with
screenshots and information about user interactions is more time efficient
compared to the review of a screencast to find usability problems.

Chang et al. (2010) presented ”Sikuli Test”, an approach to test desktop GUIs
automatically using computer vision methods. The GUI tester first defines
scripted GUI events using images and adds how to act on these events. After
that, the script acts ”like a robotic tester”. Although the approachdoes not aim
to generate logfiles fromscreen recordings, there are some things in common
with our method, like the definition of events and detection of these using
computer vision.

The project ”InspectorWidget” (Frisson et al., 2016) proposes an automatic
screencast annotating system using computer vision techniques. The user
can (visually) program annotations and after that automatically annotate
screen recordings and visualize the results or export them for further anal-
ysis. Template matching and optical character recognition (OCR) are used
to recognize events. They present a test scenario for a usability check. The
project focuses on desktop devices and was developed for Linux, Windows
andMac. Mobile devices like smartphones and tablet computers are not sup-
ported. Although the project’s event detection is not tested or optimized to

RELATEDWORK 39



work with mobile screen recordings, the process of detection is related to the
pursued approach presented in this paper.

In addition to approaches, which tend to focus on automation, there are
also several research projects that focus on the manual analysis of videos in
order to investigate mobile usage behavior.

Tounderstand end-usermobile deviceusage indetail and context Brownet.
al collected screen recordings, audio, GPS location andapplication launches of
iPhone users and let the participants annotate the video material in form of
small diary entries for later analysis by the researchers (Brown et al., 2014).
The purpose here is to investigate specific situations ”framed by the concept
of the ‘occasioned’ nature” of the use of mobile devices. Though the focus is
especially to not automate the analysis of the collected screen recordings, the
work showshowhelpful video analysis can be for understanding the details of
how users interact and use mobile devices. Based on this study McMillian et
al. combined multiple sources of data to analyze mobile device usage in the
field and high detail. The so-called in vivo method combines logs of system
data like GPS position, active application and additionally video recording of
the screen and the phone’s camera and audio of the surrounding noise and
voices (McMillan et al., 2015). They highlight the fact of differences between
lab studies and real-use scenarios and the importance to analyze themultiple
and combined use of smartphones.

Based on this previous related work we want to develop an approach that
combines the advantages of log files and of analyzing screen recordingsman-
ually. The related approaches working with desktop screens and computer
visionmention the high computational workload in general and especially of
template matching. We address this in our approach by using an alternative
to compare image parts in fixed regions, exploiting characteristics of mobil
screen structure and by video preprocessing. In the next section we describe
our approach in detail.

4.3. Detecting Events in Mobile Screen Recordings

In view of the fact that the use of computer vision methods and machine
learning models for text recognition on every frame of a video causes com-
putational effort, it is important to keep this workload low. There are several
differences between analyzing mobile and desktop screen recordings which
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Figure 4.1.: Overview: frommobile screen recordings to log file analysis.

leads to possible optimizations for an efficient detection of events on a mo-
bile platform. Desktop systems typically displaymultiple applications simul-
taneously in scalable and moving windows. Most mobile platforms support
to display only one application at a time in full screen what reduces the cost
to check where and which application or activity is present. Another major
difference is that a mobile screen has a way more fixed structure. A lot of ap-
plications follow a fixed scheme. The application bar at the top or bottom e.g.
usually uniquely identifies the present application and does not change. On
this basis, our approach reduces the computing power required by exploiting
the characteristics of the mobile platform.

4.3.1. Video Preprocessing

We interpret each video file frameby frame. As a first step, the video is slightly
preprocessed. Each video frame is compared to its predecessor to calculate
similarity. This speeds up the whole process a lot as there are many frames
with no visible difference and therefore do not have to be processed again.
The found events from the previous frame just get copied for the next log-
entry. The similarity is determined by two simple and quick tests. Two con-
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secutive frames are subtracted from each other, resulting in zero values for
identical pixels or very small values for small changes. The maximum value
and the average difference compared against a threshold are used to decide
how different two frames are.

Figure 4.2.: Definition of an event: In this example two fixed areas of the UI
are set (keyboard is opened and SMS chat header), a text string is
fetched from an area (name of the chat partner) and we search for
a small image part (smiley) in the whole frame.

4.3.2. Event Detection

Every frame is checked against a list of previously defined events. A frame
can contain multiple events or no events, but the log file contains an entry
for every frame. An Event contains a log message and several conditions and
rules based on a GUI state. In order to define an event, a screenshot of the GUI
state of interest ismarkedwith bounding boxes representing regions of inter-
est (illustrated in figure 5.3). We distinguish between fixed position areas and
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areas that can occur anywhere on the screen. Additionally, the occurrence of
text strings can be searched in areas or in thewhole screen usingOCR. Besides
that, a text string from a screen area can be attached dynamically to the log
entry.

In order to save computational time, we start by checking the event’s condi-
tion that requires the lowest computational power: first comparison of fixed
areas, second searching for image parts that are not at a fixed position by us-
ing template matching and afterward optical character recognition. By this
order, we can exclude events early. The recognition of events works frame by
frame, whichmakesmulti-processing easy and speeds up the process consid-
erably: we compute each frame on its own core, which facilitates the scalabil-
ity of the process.

4.3.3. Comparing Fixed Areas

To comparewhether a fixed area froman event definition appears at the same
position in the current frame we use a perceptual hash function (Buchner,
2018). We take the hash of this fixed area from the current frame and calcu-
late the hamming distance to the hash from the event definition to decide
whether the areas are similar. Due to the already mentioned fixed structure
ofmanymobile applications, this approach is beneficial for checking the sim-
ilarity of important fixed-position areas to increase the detection speed com-
pared to existing approaches for desktop screen recordings, where more ex-
pensive templatematching techniques are used for the entire video image or
parts of it. Additionally, perceptual hashes are quite robust in terms of dif-
ferent scaling of images or small changes and artifacts from video or image
compression. We show an example in figure 5.3, in wichwe check whether the
keyboard is opened in the current screen. Interface elements may appear on
a changing background (e.g. Android home button). Perceptual hash com-
parisons or template matching do not work reliably in this situation. In this
case, we modified the detection process slightly. We use OpenCV’s (OpenCV
library, n.d.) Canny edge detection (Canny, 1986) for elements on a changing
backgrounds and use perceptual hashing afterwards. By using the edged im-
age instead of the original image it is possible to identify icons or shapes on
changing backgrounds.
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4.3.4. Searching for an Image Part

To search for partial interface elements or image parts that do not appear at a
fixed position we use OpenCV’s template matching algorithm. Searching for
a part of an image in another image can be costly in computing time com-
pared to matching fixed areas of two images. Therefore, template matching
is executed in the second step, whichmeans thatmany events are already ex-
cluded. An example of using this is to recognize themoving button to take an
incoming call on an Android phone.

4.3.5. Searching for Text

As a final step, we use the open source library tesseract (tesseract-ocr, n.d.) for
OCR to compare if a string specified in an event definition is found in a certain
region of the screen or to fetch a string from a defined position on the screen
to add it to the event’s logmessage. This is helpful to distinguish a lot of events
or to save the name of a chat partner for example.

4.4. Experimental Setup

In order to evaluate themethod, we have carried out a series of test runs. Our
approach is twofold: to begin with, we compared the found events by hand
with the corresponding videomaterial to validate the results and track down
false log entries. Our intention was to identify problematic situations, events
and the limits of our event detection.

Besides that, we did certain test runs with the same video material but
changes in frame rate and video quality. Tabel 4.1 lists the variations of video
parametersweused for exploring bit rate and frame rate limits. All video vari-
ations use the same codec, h.264. The event list and event definitions did not
change during the test phase. Afterwards, we evaluated whether log entries
were lost andwhich eventswere not recognized correctly orwere problematic.
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4.4.1. Collecting Screen Recording Data

In order to test theproposedmethod,we collected screen recordings onanAn-
droid phone (Google Pixel 2, Android 8 Oreo). We collected 118 recordings of a
total of 68minutes of videomaterial during 24 hours, all in portraitmode. As
these recordingsmay contain very personal data, we decided to use aworking
telephoneof oneof the authors to collect testmaterial insteadof external par-
ticipants. The intention was to use a set of videos for testing purposes, which
represents approximatelya realistic averageusage timeperday (Böhmeret al.,
2011). No special instructions or taskswere followed. These sample recordings
wereused for testingandvalidating the log results of theproposedmethod. At
this video length, it is still possible with reasonable effort and expense to find
certain events and create a ”manual log file” for validating and evaluating the
developed method and its setup variations. The original recording was made
in high quality, full resolution (1080p) and frame rate to encode later varia-
tions of the videomaterial in lower bit and frame rates. Thismakes it possible
to carry out different test runswith the samematerial butwithdifferent video
parameters in order to ensure that the results are comparable.

For collection, we developed a simple open-source Android application to
record the screen (Krieter, 2018a). The application runs as a foreground ser-
vice and is unnoticeable by the user, except through a notification in the no-
tification center that informs about the recording. Battery, CPU and mem-
ory consumption are low and not noticeable on a Google Pixel 2 during the
recording. The application splits the videos into usage sessions as defined by
van Berkel et al. (2016) and only records if the screen is active. The application
also recognizes the change of orientation between portrait and landscape and
changes the video orientation accordingly. All files a stored as MP4 files and
contain the start timestamp in their name.

Table 4.1.: This table specifies the originally recorded video (first row) followed
by variations of the same videomaterial but different bit and frame
rate settings. The bit rate is the average bit rate.

description frame rate
(FPS)

avg. bit rate
(KBit/s)

file size
(MB)

original quality 20 (avg.) 4418 2191
10 FPS, low quality 10 (fixed) 227 113
5 FPS, low quality 5 (fixed) 203 101

5 FPS, very low quality 5 (fixed) 51 25
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The originally recorded video material has a variable frame rate according
to changes and light situation of 20 FPS on average. By lowering the bit and
frame rate we reduced the file size from originally 2191 MB to 25 MB. The in-
dicated bit rate is the average bitrate of all 118 videos of one video quality (Ta-
ble 4.1).
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4.4.2. Eventlist for Testing

Table 4.2.: This table lists general UI events that can occur in parallel with other events.
# Event description perceptual

hashes
edege

detection
template
matching

OCR

27 keyboard is opened
28 smiley keyboard is opened
29 the ”k” key is pressed
30 the home button is pressed
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Table 4.3.: This table shows app-specific or task-specific events that are used for test runs andwhich techniques the individual events
use, marked by checkmarks. The ”x” indicates that a text or numeric variable from the video material is attached to the
log entry.

# Event description perceptual
hashes

edege
detection

template
matching

OCR

1 SMS chat opened with chat partner x
2 SMSmessage/chatlist opened
3 SMS starting a new conversation screen opened
4 Whatsapp, chat list opened
5 Whatsapp, chat list opened, the list is scrolled down
6 Whatsapp, number of chats with newmessages x
7 Whatsapp, chat opened, chat partner x
8 Whatsapp, using rear camera in a chat
9 Whatsapp, button for taking a picture pressed
10 Instagram opened
11 Instagram feed opened
12 Instagram feed opened, there are new unreadmessages
13 Instagram direct chat opened with chat partner x
14 Pinterest opened, chat with chat partner x
15 BBC news opened, viewing top stories
16 home screen present
17 Android all apps menu present
18 calculator opened
19 contacts opened, viewing list
20 contacts opened, editing a contact
21 calling, trying to call contact x
22 calling, in call with contact x
23 calling, hanging up contact x
24 lock screen, incoming call from contact x
25 lockscreen present
26 lockscreen present, there are notifications
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The exact definition of events is critical for reliable log results. We defined
the test events based on Android screenshots, as our screen recordings for
evaluation come from an Android device, but by adjusting the event defini-
tions, the approach would also work for recordings from other devices (e.g.
iPhones). When defining an event, the following question is decisive: Which
featuresmake the event or action differentiable in theGUI state? Wedefined a
list of 30 sample events representing a series of user interface (UI) events and
specific situations when using certain applications. The intention is to test a
series of events that present a number of difficulties for the detection: Dis-
tinguishability from other similar events, or no events at all, and very short
or fine-grained events that could be difficult to capture if the frame rate and
quality of the collectedvideomaterial are low. The events vary and range from
very short, fast interactions such as triggering the camera in aWhatsapp-chat
to more general interactions such as the presence of the keyboard or smiley
keyboard. By ”short” events we mean fast interactions of less than one sec-
ond, such as pressing the ”k” key on the keyboard or using the Android home
button. Another example is to register the opening of a chat in several chat
applications and attaching the names of the chat partners to the log entries
(similar to figure 5.3). A complete list of all events can be found in Table 4.3
and 4.2. The variable ”x” stands for a value that is retrieved from the event
screen, e.g. the name of an incoming caller or the number of new chats in the
Whatsapp chat application. Besides that, the tables indicatewhich techniques
the event definitions utilize. The UI events in Table 4.2 are slightly different to
the app-specific events, as they can occur in parallel with other events. E.g.
the home button can be pressed in any application or the keyboard is used
concurrently withmany other events in applications.

4.5. Results

Using the original videomaterial, our approach produced a log file containing
one ormore entries for all 79790 frames. We transferred this frame-by-frame
log file into an a different format to facilitate analysis. In this final log format
an event is defined as a contiguous group of the same results for consecutive
frames. E.g. if the event ”keyboard opened” was found in the last 100 con-
secutive frames, we take this as an event with a starting time and of a certain
length of time. This results in a list of log entries in which each entry rep-
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resents an event with a starting point and a duration in chronological order,
whatmakes comparisonswith the corresponding videomaterial easier. In ad-
dition, we have stored each frame that contained an event together with the
log message to make validation of the results more feasible. The processing
of the original video material on an Intel i7 CPU took about 10 hours, i. e. an
average of 133 frames per minute.

Our approach did not miss any events when processing the originally
recorded high-quality videos but produced 2790 log entries with faulty log
messages. Most of these entries occurred from OCR when used on frames
from a screen transition when switching or closing an application. Taking
a closer look at the frame-per-frame log files shows that in some cases of
switching applications problems occur with detecting certain events. In these
situations, we still find an open chat application with a certain person for ex-
ample, but when OCR tries to get the name from the chat header, the started
transition into another GUI state results in a messed up text string. This pro-
duced faulty log messages for events that utilize OCR to retrieve text from
frames. Almost all other faulty interpreted frames resulted from the ”calcula-
tor opened” event which was based on comparing perceptual hash values of
the lower screen area with edge detection applied to the image before which
led to the unexpected effect that other frames got interpreted randomly as
calculator screens. All faulty frames together resulted in a total of 17 (1.3%)
false positive events. As a false positive we consider the finding of an event
which contains a correct log message, but which did not appear at this posi-
tion in the video. The calculator application was present one time in one of
the 118 test videos but was found 12 times. Besides that, the number of new
messages in chats in Whatsapp was recognized (as 1 and 3) although there
were no newmessages. The remaining false positives are distributed between
the events ”Instagram, feed opened” and ”SMS chat opened”. In the latter
case, some frames were interpreted as SMS chat, although they were screens
for starting a new SMS conversation.

All other events were detected as intended and are part of a detailed log file
of 931 entries (without faultyOCR logmessages and false positives) represent-
ing a detailed overview of phone usage and in-app events. In total, 40 unique
events occurred in the final log file. Short or very temporary events like touch-
ing the home button (40 times) or using the k-key on the keyboard(24 times)
were detected reliably. The correctly recognized chat events led to log entries
of chats with 11 different people in 4 applications (Whatsapp, SMS, Instagram
direct message and Pinterest). The smartphones rear camera was used two
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times inside ofWhatsapp to take pictures and send them to two different peo-
ple. Phonecall eventswere recognizedcorrectly (oneoutgoingandone incom-
ing call to the same person).

As problematic we found using OCR in GUI transition states leading to un-
predictable text results. All these events are conditioned by previous checks
of perceptual hashes of fixed areas of the frame to identify the event which
aremore robust to changes: when comparing perceptual hashes, a transition
framemay still contain aWhatsapp header, but OCR no longer delivers stable
results. Another problem encountered in the results is that edge detection
does not work reliably in all situations and leads to several false positives.

4.5.1. Phone and App Usage Sessions

To graphically display the log results in a descriptive way we visualized the
log file as phone usage sessions containing application usage sessions in ref-
erence to van Berkel et al. (2016). An example of a short part from the log files
is shown in Figure 4.3 respresenting one of the 118 recorded phone usage ses-
sions. The phone usage session, in this case, has a duration of 128 seconds
and contains the use of two different applications and the presence of the An-
droid home screen. The application session illustrates the detailed use of in-
app events and additionally parallel UI events (table 4.2), like the opened key-
board in a second line. In this case, the use of the chat application Whatsapp
with two different persons and viewing and scrolling down the list of chats is
shown. The application session in this example has a duration of 28 seconds.

4.5.2. Results with Lower Video Qualities

Following the test run with the original videomaterial, we carried out further
tests with the same material, but in poorer quality and at a lower frame rate
as described in Table 4.1. This led to differences in the resulting log files and
inmissing the occurrence of events.
Table 4.4 shows how many events were missed and the false positive rate

per video variation. Lowering the quality and frame rate did not necessar-
ily result in a higher false positive rate, which stayed low between 0.7% and
2.0% for all video qualities. The undetected events are not distributed evenly
over the entire event list. Some events performed significantly worse, others
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Figure 4.3.: A part of the log results visualized of in form of a phone usage
session and application usage session.

remained at a high level. The findings from the results of the original video
occur in the lower quality version as well. Most false positives resulted from
misinterpreting frames as calculator frames, too, exactly as for the original
video material. The same is true for using edge detection on image parts be-
fore comparing their perceptual hash values, although this negative effect is
much stronger for some events. The home button event, for example, was not
missed in the originalmaterial, although the event definitionuses edge detec-
tion as the button can occur on different backgrounds. But all log files of the
three lower quality versions of the videomaterial show significant loss of the
number of found home button events. The test run using the lowest bit rate
videos resulted in zero home button events.

Figure 4.4 shows theperformanceof some selected eventsper videoquality.
We have selected a number of events as examples, which are stable, which are
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Table 4.4.: This table lists the results for missed events and false positive rate
of the test runs with low quality videomaterial.

videomaterial missed events false positives
10 FPS, low quality 18.2% 1.0%
5 FPS, low quality 24.8% 0.7%

5 FPS, very low quality 30.4% 2.0%

for themost part stable, and events that have produced very poor results. The
diagram indicates the proximity of the number of found events in relation to
the number of events found in the original video material in percent. This is
not the samenumber as the number ofmissed events. The expectation is that
despite the reduction of video quality and frame rate, the same log file will be
created. However, it is possible that thenumber for aneventmayvarywithout
missing it. For example, the Instagramdirectmessage chat event was found 2
times in the original material, but 7 times in the lowest quality material. The
secondoccurrenceof theevent is approx. 5 seconds long in theoriginal videos,
but is divided into 6 very short events, which add up to approx. 5 seconds
when using the 5 FPS videos with a very low bit rate to generate the log file.
Some frames within the event are wrongly recognized due to quality losses.
Thismeans that the eventwas generally recognized, but the number of events
in the log file is not as expected.

On average for the complete event list, the difference to the number of
found events in the original videomaterial is 14% for the 10 FPSmaterial, 19%
for the 5 FPS videos and 33% for the 5 FPS videos with very low bit rate. The
averages were derived from the results for all 40 unique log file events. Many
events have stable results in all three test runs, but some of them are very dif-
ferent from the results with the original video material. The selected events
in figure 4.4 show exemplary how single events scored. The first two events
(Instagram, incoming call) did not show any differences compared to the orig-
inal log file, this was true for 8 events in total. The next two events (smiley
keyboard, k-key pressed) are slightly different, but still over 80%, which holds
true for a group of 14 events. When the k-key is pressed, the animation lasts
about 0.3 seconds, long enough to be recorded at a frame rate of 5 FPS. The
last three events are examples of events that were very far from the results
of the original video material in at least one case. The lock screen event only
reached 80% for the 10 FPS videos and had a difference of more than 60%
for the lowest quality videos. The last two events did not occur at all in the
log files from the video material in lowest quality. The home button event is
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Figure 4.4.: This diagram shows how close the results for different video qual-
ities are to the results with the original material in percent. For
example, for the ”home button pressed” event only a little more
than 40% of events are found at 10FPS, at 5FPS about 30% and at
5FPS with very low video quality 0%.

based on only a part of the button animation whose presence is too short to
be reliably captured at low frame rates and bit rates.

4.5.3. Video Preprocessing Results

Table 4.5 lists the number of skipped frames by comparing the similarity of
consecutive frames during preprocessing the videos before the event detec-
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tion process starts. All test runs have benefited considerably from video pre-
processing. Running through the original and low quality 10 FPS and 5 FPS
material more than half of the frames were skipped. We expected a higher
percentage of redundant frames at higher frame rates, which is the case for 10
FPS and 5 FPS, but not for the original video material at an average of 20 FPS.
This might result from the adaptive frame rate of the original screen record-
ings which produces less redundant frames. Using the lowest quality resulted
in skipping slightly less thanhalf of the frames. Thedifferenceof 10%between
the two 5 FPS versionsmight result from apparent differences in the stronger
compression of video frames and related artifacts. This preprocessing step
saved a considerable amount of computational time, as checking each frame
against the event list is the most costly step in the whole process.

Table 4.5.: This table shows how many frames are skipped by preprocessing
the videomaterial.

videomaterial skipped frames
original quality 54 %

10 FPS, low quality 64%
5 FPS, low quality 56%

5 FPS, very low quality 46%

4.6. Discussion

Most previous work onmobile applications usage that works with log files re-
lies on log events that do not provide insights about what users do inside ap-
plications, limiting research in this direction. We present an approach that is
capable of providing log files in a different level of detail about what users do
in their applications. It is not necessary to implement log commands in the
source code of any application beforehand. This makes the approach flexible
and the definition of log events can be done after collecting video data.

Our approach combines two methods of different characteristics. Log file
generation in general, is an exact long-term instrument to document events
in computer systems. Analysing interactions between users and applications
by manually viewing screen recordings is a short-term method. Using com-
puter vision and machine learning methods to create log files is less exact in
its outcomes as these techniques rely on probabilities instead of exact meth-
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ods. Although finding an event like using a certain chat application inmobile
screen recordings is different to finding scenes containing a male lion in a
nature documentary for example. Mobile screens have a fixed structure and
therefore make the use of rather simple computer vision methods like tem-
plate matching or perceptual hashes possible, in contrast to more advanced
methods that are necessary to classify a lion in wildlife videos. Current re-
latedworkusesmanual sighting to analyze videomaterial or templatematch-
ing and OCR on videos from the desktop platform. By exploiting the fixed
structure of mobile applications our approach saves computation time com-
pared to desktop approaches. The determination of the similarity of certain
fixed image areas using perceptual hashes is sufficient to identify events. Our
approach struggles when detecting UI elements on changing backgrounds.
We use edge detection to extract the foreground, but how we use this does
not produce reliable results in our evaluation. Template matching was barely
used in our event list as most areas of interest of our example events were
at fixed positions. This stresses the difference between mobile and desktop
UIs. Inourapproach templatematchingproducesbetter resultswith thehigh-
quality videos compared to our test runswith lowvideoquality. UsingOCRon
transition frames from switching between GUI states are causing the largest
amount of corrupted log messages. This needs to be addressed from a per-
spective of how these situations can be identified to prevent using OCR on
these frames as tesseract delivers accurate results when used on clear video
images.

Our test runs indicate that the proposed method can deliver detailed log
files. For long-term use onmobile devices the file size of video data should be
low. For this reason, we test different video qualities with smaller file sizes.
Missing an event does not necessarily correlate with a low frame rate or bit
rate. However lowering the framerate lowers the number of occurrences of
short events on video frames and therefore the chance of detecting them.
Comparing the results for very short events like pressing the k-key shows, that
even with low quality and frame rate a detection is possible. Besides keep-
ing the file size low on the mobile site it is necessary to optimize the recogni-
tion process for using our approach at larger scale. The video preprocessing
showed that all tested video variations contained a lot of frames that are re-
dundant for our recognition. This leads to the question of whether this step
should be implemented earlier: already when recording the screen of a mo-
bile device.
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4.6.1. Privacy

In contrast tovery transparent self-reportingmethodsor loggingofmoregen-
eral mobile system events, screen recordings or screenshots can contain very
sensitive and personal information. Our approach possibly analysis every-
thing that occurs on the user’s screen. As a side-effect, this implies the need to
develop an effective privacy concept that ensures that users can stay in con-
trol of which events they share with who. Following the Privacy by Design
(Cavoukian, 2011) approach, this needs to be addressed right from the begin-
ning. Although in the current stage of development the room for abuse sce-
narios is small, it is important to take this into account and tomake sure that
participants screen data stays private in further studies.

4.6.2. Limitations

Our log files show that videos of 5 FPS are sufficient for a range of our event
definitions and can work for short interactions. But to use this bit and frame
rate in a large scale study,more test runs and further development areneeded.
Besides that, we use video recordings from using the phone in portrait mode.
Changing the video orientation to landscape would not work with the event
definition list used for our test runs. Weworkedwith absolute numbers defin-
ing the bounding boxes for events. For landscape videos the same event list
would have to be checked and adjusted accordingly to the changed GUI and
aspect ratio. Working with relative values instead might solve this to some
degree. One strength andweakness of our approach is that almost everything
that happens on the screen can be tracked. However, events that can be trig-
gered by the user via hardware buttons, such as the volume or skipping of a
music track, cannot be detected.

4.7. Conclusions

In this paper, we present a concept, implementation and evaluation of a
method to analyzemobile application usage by automatically generating log
files based on mobile screen recordings. We showed that exploiting charac-
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teristics of mobile screen recordings is possible. The following list sums up
our key contributions.

• The proposed logging approach can provide fine-grained log files on
in-app events and general interactions independent of modifying the
source code of any application.

• In contrast to similar desktop approaches it is possible to exploit the
structured GUI of a mobile device: many elements appear at fixed po-
sitions of the screen. We compare the similarity of fixed areas of the
screen with fixed areas of the event definition to successfully identify
a wide range of events. Our video preprocessing eliminates redundant
frames and thereby speeds up the recognition process.

• We show that using perceptual hashes, template matching and OCR are
appropriate to identify events in mobile screens to create log files. Rec-
ognizing elements on changing backgrounds using edge detection does
not work reliably in our approach.

• We compare the log results of different video qualities. A wide range of
events is detectable successfully even in low bit and frame rate videos.
Resulting log files are missing several of our example events depending
on the specific event and its definition.

The source code and event list of this project is available open source (Kri-
eter, 2018b).
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5. Privacy and Scalability

This chapter contains the publicationwith the title “Can I record your screen?
Mobile screen recordings as a long-termdata source for user studies” from the
proceedings of the 18th International Conference on Mobile and Ubiquitous
Multimedia (MUM’19) published by the ACM.

5.1. Introduction

Tracking mobile application usage is essential to understand and improve
mobile human-computer interaction (HCI). Mobile screen recordings are a
highly useful data source in HCI: by observing, we can follow almost ev-
erything a user is doing when interacting with a device (Tang et al., 2006;
Kushniruk & Patel, 2004; Haak et al., 2003; Barnum, 2010; Lazar et al., 2017;
Aho, Kanstren, et al., 2014; Vuong et al., 2017). The manual analysis of screen
recordings is usually applied for short periods, as viewing the video material
is time-consuming. There are recent approaches automating the analysis by
generating log files based on screen recordings (Frisson et al., 2016; Krieter &
Breiter, 2018a; Reeves et al., 2019). Through this, logging capabilities can be
extended from rather general system events to detailed in-application events
by using methods from computer vision and machine learning to analyze
the screen output of mobile devices (Krieter & Breiter, 2018a; Reeves et al.,
2019; Vuong et al., 2017). In comparison, most mobile log files provide rather
general device usage events e.g. which application is active (McMillan et al.,
2015; Böhmer et al., 2011). Screen recordings can cover situations, that can not
be covered with ’classic’ logging approaches, which rely on implementing log
commands in applications.
The downside of using screen recordings as a data source in user studies

is, that recording the screen of a user permanently for later analysis poses a
major threat to the personal privacy of participants in research studies (Tang
et al., 2006; Reeves et al., 2019; Valderrama Bahamóndez et al., 2014; Vuong
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et al., 2017). Most recordings from real-world mobile device use contain per-
sonal and highly sensitive information. According to previous research using
screen recordings, themain reason forusers declining toparticipate is privacy
concerns (Reeves et al., 2019; Tang et al., 2006). This results in a typically very
rich and resource-intense data collection, limited to a low number of partic-
ipants (Yeykelis et al., 2018). The screen recordings are collected on the user’s
device and sent to a server for processing and log file generation, ignoring the
sensitive nature of this data. Previous research has shown that data stored
centrally with third parties is at conflict with user privacy demands (Spieker-
mann & Cranor, 2009; Barkuus & Dey, 2003; Hong et al., 2003). In addition,
the central processing of videos needs high computational resources (Krieter
& Breiter, 2018a; Frisson et al., 2016). Additional research in privacy issues
related to thesemethods is needed to enable further and larger research sam-
ples using this data source (Reeves et al., 2019; Valderrama Bahamóndez et al.,
2014).
In this paper, we address these twomajor issues, when using screen record-

ings as a long-term data source in HCI: privacy concerns of potential partic-
ipants and scalability due to a central cloud structure. Following the Privacy
by Design (PbD) principle (Cavoukian, 2011) we change the process of creat-
ing log files to protect users’ privacy and increase users’ willingness to par-
ticipate in studies using this method as a data source. Additionally, we in-
crease the scalability of themethod by aiming at applying thismethod under
real-world conditions and at a large-scale on mobile devices. We decentral-
ized the server-based automated video analysis to themobile device to create
log files directly on the device. As a consequence, the user’s highly sensitive
screen recordings do not leave the user’smobile device. The resulting log files
are then anonymized and finally sent to a server for further analysis. Besides
the privacy advantages, the decentralized structure eliminates the require-
ment of high central computational resources for the log file generation on
the server-side and saves bandwidth on the client-side, as the screen record-
ings do not have to be transferred.
Our main contribution is to demonstrate how we can use mobile screen

recordings as a long-term data source for log files in a scalable and privacy-
friendly way to analyze the use of mobile applications in detail.

• WepresentanAndroid implementationofa loggingapproachonmobile
devices to find and track events based on the visual screen output of the
devicewhile respecting theprivacy of theuser. Based onPbDwedevelop
and implement a privacy concept to increase the availability of users for
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participation in studies applying our, or similar, methods. To evaluate
our privacy concept, we conducted a survey comparing our approach to
two other logging approaches onmobile devices.

• Weconduct a two-weekpilot studyonamobiledevice to explorehowthe
approach performs under real-world and long-term (for screen record-
ings) conditions and to demonstrate what kind of data we can collect.
To check how our approach runs on different operating system versions
and devices we perform test runs on ten different Android setups.

The logging application presented in this paper is available open-source to
enable other researchers to generate their own data and make our approach
transparent and reproducible results (Krieter, 2018c).

5.2. RelatedWork

Using screen recordings as a data source has been a common subject in HCI
research. Both manual and automated analysis is applied. In both cases, pri-
vacy concerns and legal restrictions accompany the process, especially when
conducting studies in non-laboratory settings.

Tanget al. explore theuseof screen-recordingasamethodofgatheringdata
in field studies (Tang et al., 2006). They note that it is not easy to find partic-
ipants for these studies due to privacy considerations, as screen recordings
contain all interactions of the user with the system. Participants are aware
that they share private communication for example. They mention that rich
empirical data collection such as screen recordings requires a high level of
trust between participants and the research team. Besides that, it is impor-
tant to give users control over stopping and starting the recording, and lim-
iting access to the video material. Also, approval for presenting anonymized
videomaterial to third parties is appropriate, to ensure participants are aware
of what they share.
For a study by Vuong et al. (2017), the computer screen of ten participants is

recorded for 14days to investigatehowdigital task recognitioncanbeachieved
using unsupervised topic modeling. Out of 14 participants, one left the study
for privacy reasons. They discuss privacy issues related to monitoring screen
activity and suggest a human-centered design that allows users to maintain
control over their data by processing data locally.
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Reeves et al. (2019) present a framework for collecting and analyzing se-
quences of screenshots they call ’screenome’. They collect screenshots onmo-
bile and desktop devices at five-second intervals, transfer these to a server and
extract text and images and organize the results in a searchable database.
They state that the main reason for potential participants to decline to join
their research studies were privacy concerns due to the invasive nature of col-
lecting and analyzing screen data. The privacy of textmessages is particularly
mentioned as a problem. In terms of lowering the risk for participants, they
suggest ”performing local analysis and only transferring summary results”.

Brown et al. use mobile screen recordings to manually analyze and under-
standhowusers interactwith anduse theirmobile devices (Brownet al., 2014).
Besides recording, they utilized GPS locations, logs of application launches
and audio recordings of iPhone users as qualitative data sources. To protect
the privacy of their participants, they let the user check and annotate their
screen recordings in a web interface before making them available to the re-
searchers. Through this step in the data collection process, they give their par-
ticipants the option to decide which screen recording they want to share and
which they want to keep private.

A related approach by Krieter and Breiter on the mobile platforms aims at
analyzing mobile application usage in detail by generating log files based on
mobile screen output (Krieter & Breiter, 2018a). Utilizing existing computer
vision and machine learning methods they automatically search for events
in mobile screen recordings to create log files. As a first step, the screen of a
mobile device is recorded and afterward the videos are transferred to a server
for the detection of events and the creation of log files. In terms of privacy, it
is very problematic to use this method on private mobile devices. The screen
is recorded whenever it is turned on and therefore might contain very per-
sonal details or copyrighted content. Although only certain events are being
searched and written to the resulting log files, this sensitive video material
still has tobe transferred to the researchers’ server andpossibly canbeviewed.
They also state that local processing could help improve the situation for par-
ticipants.

Following this, we use the PbD approach as an orientation for designing
our logging method. The concept of PbD emerged in the ’90s and contains
seven principles to take into account: proactive not reactive, privacy as the
default setting, privacy embedded into the design, full functionality, end-to-
end security, visibility and transparency, respect for user privacy (Cavoukian,
2011). The idea is to make PbD a standard, to improve privacy by consider-
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ing it before and while developing a product (Schaar, 2010). Rubenstein and
Good notice that although companies and regulators agree on PbD as an im-
portant aspect to incorporate, they struggle on how this can be achieved in
detail (Rubenstein & Good, 2013). There are more indications pointing in this
direction. Ayalon et al. conducted a study on how developers make decisions
about privacy, to investigate why approaches like PbD are still not a common
principle in software development departments(Ayalon et al., 2017).
Closely related to this is the ’privacy-by-architecture’ approach that is de-

fined by trying to implement the minimization of the collection of personal
data that can be identified and focuses on its anonymization. In addition, the
processing and storing of personal data is strongly preferred on the client-side
instead of network storage (Spiekermann & Cranor, 2009). Spieckerman and
Cranor advise this approach over the ’privacy-by-policy’ approach that em-
phasizes thenotice andchoice forusers onwhichof their personal data isused
but does not implement privacy by design or default.

5.3. Privacy Concept

Figure 5.1.: Overview of our process: from screen recordings to privacy-
friendly log files and analysis.

The two closely-related logging approaches presented are focusing the tech-
nical realization on generating log files in difficult contexts, but do not take
into account how privacy or anonymization of the resulting log entries can
be achieved tomake recruitment of participants easier (Reeves et al., 2019; Kri-
eter & Breiter, 2018a). We derive several privacy issues related to using screen
recordings from the literature and take them into account in our concept. Fol-
lowing Spiekermann & Cranor (2009) we develop a privacy concept guided
by the PbD principle that implements privacy in its architecture. Technically
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related to the approach of Krieter & Breiter (2018a) we implement a logging
application and process that takes privacy into account from the beginning.
In this section, we describe how we have dealt with each point of the Privacy
by Design Principle (summarizing related aspects).

5.3.1. Proactive not reactive

By automating the analysis, we can be very selective about what we extract
from the screen videos. Manual analysis is very different from that because a
person will always see and interpret more than just the desired data from the
recordings. Automated analysis of screen recordings can thus strengthen the
privacy of the participants. By remodeling and implementing the process of
creating log files fromscreen recordings, we try to prevent privacy risks before
they occur and make the method easier to use in studies. Instead of having
participants delete videos they do not want to share after data collection, the
research team never has access to the screen recordings (see figure 7.1).

5.3.2. Privacy embedded into design and as the default

The most important step of our privacy concept is to keep the screen record-
ings on the user’s mobile device instead of uploading them to a central server
for processing. The recordings may contain personal and private data, from
personal images to passwords, end-to-end encrypted text chats or online
banking information, to name some examples. For this reason, it is unlikely
to find participants for user studies involving long-term screen recordings in
a real-world context (Tang et al., 2006; Reeves et al., 2019). Instead of perform-
ing the detection of events centralized on a server, we reimplemented and
optimized the detection and log file generation for mobile devices (figure 7.1).
Through this step, the sensitive videomaterial can be deleted right after anal-
ysis and log file generation. A similar research approach is followed by Boker
et al. (2015).
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5.3.3. Full functionality and security

The intention of ourmethod is not to interfere with the user’s experience and
functionalitywith themobile device and to provide high-quality anonymized
data on the research side. We added aparameter to the event definitions to de-
termine if this event’s logmessagemight contain private or personal data. An
example is an event that saves the name of a chat partner (figure 5.3). In this
case,weanonymize thenamebycreating theMD5hashof thenameanda ran-
dom secret string. For anonymizationMD5 hashes are still sufficient (Thomp-
son, 2005). When the app is installed the first time, it generates a random
pseudonym for this device and a secret string. The pseudonym is used by the
server to store the received log data per device, without being able to directly
tellwhichuser is sending thedata. The randomsecret string is added toall text
that gets anonymized through hashing, to prevent the success of a hashtable
attack. Without the secret and if the context is known, e.g. that the hash con-
tains the name of a person, it would be easy to de-anonymize the name with
a hash table attack. The log data is transferred via a secure connection.

5.3.4. Tranparency and respect for user privacy

The user gets informed when she or he starts the application about the pur-
pose and function of the ScreenLogger application (figure 5.2). The user has
theoption to stop the analysis of the recordings of the screenat any time. Sim-
ple control and basic notifications are preferred to control privacy and access
to personal data (Hong& Landay, 2004). When the recording is active, there is
a permanent notification in the notification center informing the user about
the running background service. Besides that, the operating system always
shows an icon in the status bar to signal that the screen is being recorded.
To remind the user what the application is scanning for, a list of all event de-
scriptions is available (figure 5.2). The privacy of the user in the resulting log
file is still very dependent on the events that are searched, as the events can be
defined quite freely based on any GUI state. Therefore, it is important to in-
form about these events. In this case strong ’privacy-by-policy’ enforcement
is needed (Spiekermann & Cranor, 2009).
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Figure 5.2.: The left screenshot shows the UI of the ScreenLogger application,
which gives control over the data collection and informs the user.
The screenshots in the middle and on the right show the perma-
nent notification in locked and unlocked screen state.

5.4. Technical Implementation

Our approach uses methods from computer vision and optical character
recognition (OCR) to search for certain graphical user interface (GUI) states
in screen recordings and save the results as a log file. Technically the app is
orientated towards the implementation of Krieter & Breiter (2018a). As one
part of our privacy concept, we decentralized the detection of events from
the server-side to the user’s mobile device. This implies some changes and
adjustments due to the limited resources of mobile platforms compared to
desktop or server systems. Figure 7.1 gives an overview of how the ”ScreenLog-
ger” application processes the screen videos to create log files, anonymizes
these and transfers them to a server for further analysis. Our application
is written for Android devices. An advantage of our privacy concept is that
the decentralization of the event detection also eliminates the need to pro-
vide high computational power on the server-side to analyze hours of screen
recordings of multiple devices.

5.4.1. Collecting Video Data

As a first step, the screen of the device is recorded in the background. The
recording starts as soon as the display is turned on and stops when the screen
is turned offby the user or power saving. Each video file is storedwith a times-
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tampon thedevice. We record in full-screen resolutionandhighvideoquality.
The frame rate is adjusted by the device, depending on the light situation. In
our test data set of screen recordings (for debugging), this leads to an average
of 20 frames per second (FPS) and an average bit rate of 4418 KBit/s (Krieter
& Breiter, 2018a). The video quality influences the correctness of the log re-
sults (Krieter & Breiter, 2018a). High quality leads to better results of the ap-
plied computer vision andOCRmethods. Since the screen recordings are only
stored temporarily and are not transmitted via the Internet, the large size of
the video files is not particularly relevant. For that reason, we use the same
video quality settings in our Android implementation as in the test data set.

5.4.2. Defining Events

We search every video frame for a list of events, resulting in a log file that con-
tains an entry for every frame. These events are defined as a GUI state we are
interested in and a log message. An event definition can contain several con-
ditions and is based on a screenshot. An example is given in figure 5.3. Fixed
areas describe an area of the screen that is compared for the similarity of the
same area of every video frame. This helps to speed up the detection process
significantly, compared to searching in the whole video frame. Due to the of-
ten fixed structure ofmobile user interfaces (in contrast to desktop operating
systems), it is possible to search for an element at specific locations (Krieter &
Breiter, 2018a). The keyboard for example always appears at the bottomof the
screen, or an SMS chat header always appears at the top of the screen. For im-
age parts that can occur anywhere on the screen, we use template matching.
Additionally, we search for text using OCR. The example event definition we
used for our survey study is shown in figure 5.3. For more examples of what
kind of events we used and what data we can generate see the second part of
the results section.

5.4.3. Finding Events in Mobile Screen Recordings

To determine the similarity of fixed areas from the event definitions and a
video frame we use perceptual hashes. We take the hash of this image part
from an event definition and calculate the hamming distance of the hash of
the same image area of the video frame. Unlike the implementation of (Kri-
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Figure 5.3.: Illustration of the example event we used in our test scenario for
our user survey. We use the upper and lower screen area for per-
ceptual hash comparisons to identify when a WhatsApp chat is
opened and use OCR to get the name of the chat partner. Template
matching is not used in this example.

eter & Breiter, 2018a), we use an average hash algorithm to calculate the hash
values. The original implementationuses amore complexperceptual hash al-
gorithm utilizing discrete cosine transformation (DCT), which is significantly
slower, but shows better results when it comes to small changes of the image
by video compression for example Zauner (2010). We switched to the average
or mean hashes, due to the more limited resources on mobile devices com-
pared to server systems. By using high video quality without strong artifacts
through compression, we see comparable results for most events. Almost all
of our test events containhash comparisons, as this results inquick exclusions
of possible events. OCR and templatematching need considerablymore com-
putational timeandare therefore only executed if thehashdistanceof certain
areas is below a threshold. Similar to the server-based implementationweuse
the tesseract library (tesseract-ocr, n.d.) forAndroid tofind textor fetch strings
from frames and attach them to log entries. To speed up OCR, an event defi-
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nition contains the positionwhere to look for a text string in the video frame.
To search for image parts in the video frames we utilize OpenCV (OpenCV li-
brary, n.d.) and its templatematching algorithm. During thedevelopment, we
benchmarked our implementation compared to the open-source implemen-
tation(Krieter&Breiter, 2018a)with a test data set of 118 screen recordings and
30 test events and achieved slightly less accurate log files (deviation of 6.8%
on average). Only some rather short fleeting events were recognized less pre-
cisely, because of switching to average hash functions. The event for pressing
the home button resulted in only beeing detected in 43% of the cases, for ex-
ample. The detection of events runs in a background service that also records
the screen. The event detection on the videos is only executed if the screen is
turned off and the phone is plugged in. Otherwise, chances are high that at
some point the process gets killed by the OS, as it is consuming computing,
memory and energy resources constantly while generating log files. The idea
is, that during the night, when most people charge their phone and have a
wifi connection, the video material of the day can be analyzed. After process-
ing a video, the recording gets deleted and the log file for this video is sent to a
server via an SSL encrypted connection if an internet connection is available.

5.5. Experimental Setup

Our researchdesign is two-fold. On theonehand,we evaluate ourprivacy con-
cept in an online survey and compare our method with two other scenarios
of data collection. On the other hand, we collect data for two weeks in a pilot
study on one device and test our application on ten different Android setups
to explore how the approach performs under real-world and long-term (for
screen recording) conditions on several devices and OS versions. To conduct
our survey, we have constructed an exemplary HCI research scenario suitable
for our methodology. The scenario is to collect data for studying chat behav-
ior in the popular chat applicationWhatsApp for aweek. The datawe collect is
how long a chat is opened, the name of the chat partner (anonymized) and if
the keyboard is opened. We choose this research scenario because it is privacy-
invasive as we collect data about private chats. Additionally, we cannot collect
this data, in the same way, using other ’standard’ logging methods as What-
sApp is a closed application and the chats are encrypted. Asmentioned in the
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relatedwork section, tracking ofmessaging is especially a privacy problem for
potential participants (Reeves et al., 2019).

5.5.1. Survey on privacy concept

We ask the participants to imagine being asked to join a study that collects
certain usage data on their smartphones and to rate different ways of data
collection. The survey we setup contains an introduction explaining our HCI
research scenario and four questions. Answers are set up as a four-point Lik-
ert scale: strongly disagree, disagree, agree, strongly agree. With thefirst ques-
tion, we ask for the participants’ willingness, in general, to participate in sci-
entific studies. After that, we present three different logging scenarios and
ask whether the respondent would participate in the study described if this
scenario was applied. Themethod presented in this paper is described as ’Sce-
nario 2’. Scenario 3 represents the server-side approach to generating log files
from screen recordings comparable to Krieter&Breiter (2018a) or Reeves et al.
(2019). The first scenario can be seen as a reference example that would work
without screen recordings.

• Scenario 1: Log files are used to record (1) when a chat was active, (2)
how long a chat was active in the app and (3) which chat was active.
The collection of data is done in the background and anonymized. The
anonymized log files are transferred to a research teams’s server and
then analyzed (screen is not being recorded).

• Scenario 2: Your screen is permanently recorded in thebackground. The
collected screen recordings remain on your smartphone and are auto-
matically searched for all WhatsApp chats. After that, the screen record-
ings will be deleted directly. Anonymous log files are created about (1)
how long, (2)whenand (3)which chatwasactive. These logfiles are trans-
ferred to the research team’s server. The research team never has direct
access to your screen recordings.

• Scenario 3: Your screen is permanently recorded in thebackground. The
collected screen recordings are transferred to the research team’s server
andautomatically searched for allWhatsAppchats. Anonymous logfiles
are created about (1) how long, (2) when and (3) which chat was active.
These log files are used for further analysis. The research team does
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not view your screen recordingsmanually but has access to your screen
recordings on the server.

Based on the response, we ask more detailed questions related to the reasons
for declining participation in every scenario. The respondents can choose sev-
eral answers. These include reducing the time span of data collection, not col-
lecting data about chats, collecting only non-private data, or no recording of
the screen or sending the recordings to a server (see fig. 5). We recruited 35
students from an undergraduate computer science class to participate in our
survey. This target group is able to understand the technical differences of the
presentedmethods and has an overview of related privacy issues.

5.5.2. Technical Evaluation

Parallel to the evaluation of our privacy concept we evaluate the technical im-
plementation of our application to enable further long-term studies. Besides
an efficient privacy concept that can convince participants, we have to ensure
our application can provide stable and reliable log results on a mobile device
over an extended period of time under real-world conditions in a pilot study.
We collect data on aGoogle Pixel 2 for twoweeks. The questions are: what kind
of data canwe generate and how does our application perform long-term and
in the real-world? We use 30 different event definitions and present general
technical results and give an overview of the produced log files.

Additionally, as the permanent recording of the screen and generation of
log files from this is a compute-intensive part that can conflict with the sta-
bility and energy management of the OS and device, we did test runs on 10
different devices and setups for one week The goal was to check how our ap-
proach performs on different devices (as there are a lot of different Android
devices and setups) and to find device-specific problems and requirements.
Our criteria were energy consumption, the performance of the device while
running the application, and stability during the test phase.

5.6. Results

First, we present the results from our online survey comparing different sce-
narios for collecting usage data onmobile devices. In the second part, we give
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Figure 5.4.: This graph shows the results of our survey, which examines how
high the willingness is to participate in a study that uses one of
these three described scenarios. The first plot shows the general
level of willingness of subjects to participate in scientific studies.

an overview of testing our implementation on ten Android devices for one
week to generate log files and outline recommendations when using this ap-
proach in user studies.

5.6.1. Survey on Privacy Concept

Our online survey aims to explore how convincing our privacy concept is for
potential subjects to participate in a study using our logging approach. We
compare our method to two other scenarios: one that is less privacy-invasive
and works without screen recordings, and one that is technically compara-
ble to our approach but does not have a privacy concept and transfers the
recordings to a central server. We visualize the results in figure 5.4 and list
the answers on what couldmake participationmore likely for respondents in
figure 5.5.

We have a sample size of 35. The first question after the survey introduc-
tion asks for the participants’ willingness to participate in scientific studies in
general, to filter out respondents who would in general not participate. The
median for this initial question equals ”strongly agree” (see results for ”Refer-
ence” in figure 5.4). One participant does not want to participate at all in sci-
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entific studies (strongly disagree) and three would rather not (disagree). The
one respondent who is negative about participating in studies, in general, is
also negative about any further questions and does not choose any of the sug-
gestions offered that would increase willingness to participate.

Most respondents (24) would agree to participate in a study using scenario
1, which does not utilize any screen recording, the median corresponding to
”agree” on our scale. For 14 participants a period shorter than a week would
increase their willingness to participate (see figure 5.5). Besides, 15 of the sur-
vey respondents indicate that they would be more likely to participate if no
chat partner data or no personal data were collected.
Eighteen participants (51%) strongly disagree and 13 (40%) disagree on par-

ticipating in a study utilizing our approach presented in this paper (scenario
2). Thirteen of them state that the type of data collected (chat partners, per-
sonal data) is a reason for them not to participate. Twenty-six say that they
would be more willing to participate if their screen were not recorded. The
time span is specified as a factor by only two of this group. Three respondents
would agree and strongly agree on participating in a study using this scenario
for data collection. Twoof themstate a shorter period (3hours)would increase
willingness to participate.
The median result for scenario 3 equals to ’strongly disagree’. Twenty-four

(77%) participants strongly disagree and seven (20%) disagree on participat-
ing in a scenario 3 study. The most often (27 times) stated answer is that the
scenario would be more attractive if the screen recordings were not sent to a
server. Following this, 24 respondents state that they would be more likely to
consider this study design if no screen recordings were stored on the device.
The time span again only played a role in the willingness of 9 of the partici-
pants. For 11 participants the study would be more attractive if no personal
data or no data about their chat partners were collected.

5.6.2. Technical Evaluation

Two-weeks Pilot Study

The energy, CPU and memory consumption while recording was low, as ex-
pected (Krieter&Breiter, 2018a) on aGoogle Pixel 2. The battery consumption
was not noticeable. This should hold true for most current high-end smart-
phones. The CPU usage while generating the log files from the recorded video
material stays around 15% and using around 170MB ofmemory. Battery con-
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Figure 5.5.: This chart shows the frequency of responses that participants gave
to themultiple-choice question of what wouldmake participation
more likely for them. Multiple answers were possible.

sumption is not relevant as this task is only performed when the device is
plugged in and the screen is off. The consumption of bandwidth is moderate
with 156 Megabyte over a period of 14 days to transfer the log files produced.
We collected log data of 1077 screen recordings of phone usage which results
in 22 hours of screen-on time with a mean screen-on time of 1 minute and 13
seconds per usage. On average we see turning on the screen 76 times and 1.5
hours of use per day. Most of the produced log files were generated and sent
to our server overnight. Only in rare cases was the device plugged in and not
in use during the day. The applications background service for recording and
event detection got killed one time during the data collection due to low bat-
tery power. After the data collection phase, there were 349 screen recordings
(6 hours 35 minutes) left on the device to be processed (taking another three
days).
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Resulting Log Files

In total, the log files contained more than 1.5 million entries for all video
frames. Consecutive frames with the same log message were summarized
as one event with a starting time and a certain length. This resulted in 7774
events of 65 unique log events. We see phone calls with 10 different people, all
were called one time, besides one person that was contacted 5 times success-
fully. One of the most present applications in our log data is WhatsApp with
3004 events. WhatsApp-related events are found in 78% of all usage sessions.
Of these events, 1627 times a chatwith oneof 12 chat partnerswas opened. The
most frequently used chat was opened 1239 times in total, while the second
most frequent chat was opened just 85 times. A picture or video was taken 9
times in a chat. The rear camera was in use 30 times. The differencemight re-
sult from switching from the camera to an album to select an existing picture
for sending. We did not define any events for this case. In comparison, the
SMS chat was rarely used with only 6 events, chatting with 4 different people.
There is an overlap of 2 chat partners with which both Whatsapp messages
and SMS were sent. The Instagram feed was opened 369 times, in 13 cases
there were unread chat messages. For chatting, Instagram was used 24 times
with two chat partners, who are both also present inWhatsapp chats. The BBC
News application was used 14 times at 7 different days to view the top stories.
Looking at the more general operating system and UI events, we found 498
events for pressing the k-key on the keyboard for example. The ”keyboard
opened” event was detected 2628 times.

Test Runs on Different Setups

The range of test devices contains eight smartphones and two tablets (man-
ufactured 2014 to 2017), which are in use on a daily basis. The following list
specifies the test devices and summarizes the results of the one-week test
runs.

Not stable test-runs:

• Huawei p10 lite, Android 7, 2017, 4GB RAM
Theappgotkilledon thefirstday, the thirddayandagainondayfive. The
reaction time during the recordingwas slightly slower, animations were
described as a little delayed. Apart from that, the application worked as
expected.

RESULTS 75



• LG G5, Android 7, 2016, 4GB
The application crashed two times in the very beginning but was stable
for the rest of the week.

• Samsung Galaxy A3, Android 8, 2018, 4GB RAM
After thefirst 24hours, theapplication crashed for thefirst timeandkept
crashing every one or two days for the rest of the test run duration.

• Benq Aquaris X, Android 8, 2017, 3GB RAM
The device storage was full after a couple of days which stopped the ap-
plication. The UI reaction time during the recording was slightly slower.

Stable test-runs:

• Samsung Galaxy Tab S3, Android 8, 2017, 4GB RAM

• Samsung Galaxy S5, Android 7, 2014, 2GB RAM

• Motorola Z Play 1, Android 8, 2016, 3GB RAM

• Google Pixel 2, Android 8, 2017, 4GB RAM

• Google Pixel 2 XL, Android 8, 2017, 4GB RAM

• Samsung Tab A 2016, Android 7, 2016, 3GB RAM

We see that on 6 out of 10 test devices our application worked as expected
for a test run duration of one week. On four devices we recognized that the
application got killed or crashed multiple times. The hardware specifications
of our test devices do not play an important role as most devices are fast
enough to record video in the background. CPU and memory consumption
while recording was low as expected, this confirms previous findings by Kri-
eter & Breiter (2018a). The same holds true for battery usage. On two devices,
theUI of theOSwas slightly slower and less responsive due to the recording of
the screen in the background. We classify this as a software side aspect as on
other devices that have less powerful CPUs, GPUs and memory the recording
is not noticeable and the load for recording stays around 1%(CPU, measured
with Android Studio). The energy management of Android and sometimes
additional software from the manufacturers are strict about applications
that work in the background. Although the application is doing the compute-
intensive parts when the device is plugged in, the background service might
get killed from time to time. Removing the application from being watched
by the OS and energy management helped. On one device the storage was
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full which led to the application stopping. Although the screen recordings
are deleted from the device after processing them, the application still needs
enough space temporarily, to record and save videos for one or two days. This
also depends on screen-on time and when the device is plugged in as this is
the time window in which the event detection happens. Original Google An-
droid without third-party modifications by manufactures works more stably
for our application.

5.7. Discussion

From the point of view of the study participants, it remains very problematic
when the screen of one’s own private device is filmed. Using screen record-
ings requires a high level of trust and centralization is not thepreferredmodel
in terms of privacy (Tang et al., 2006; Spiekermann & Cranor, 2009; Barkuus
& Dey, 2003; Hong et al., 2003). The data is both large and highly sensitive.
Therefore, processing the videodata on thedevicewithout transferring it over
the Internet is desirable. By moving the detection of events from the server
to the client side, the users or participants do not have to share any screen
recordingswith the research team. A current trend is to process sensitive data
locally: Google for example plans to save and process all face recognition re-
lated data and steps on its Pixel 4 locally (Barbello, 2019).

The intention of our privacy concept is to make our approach privacy-
friendly and make it easier to find participants for HCI research using screen
recordings. The evaluation of our privacy concept in a survey study gives us
hints that our implementation increases privacy for participants, and slightly
the willingness to participate in research studies, compared to using a server-
side implementation. But recording the screen permanently still seems to
be highly problematic for most respondents of our survey, even if the video
data is not evaluated manually by the researchers, or transferred to a server.
By this, the results follow insights and experiences from previous research
involving screen recording and private data over longer time spans(Reeves
et al., 2019; Tang et al., 2006). Only three participants say they would agree
on participating in a study using the logging application presented in this
paper. The most stated reason by the group that declined to participate is
that the screen is being recorded. Even though the results here are slightly
better than with the server-side version (which only one participant would
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accept), the comparison with scenario 1 without screen recording shows that
this scenario is much more likely to be accepted by our respondents. Our
research scenario for the survey is very privacy-invasive (on purpose) which
might result in respondents to declining potential participation. Thirteen
participants state that a study using our approach would be more attractive
if no personal data or data about their chat partners were collected. Mes-
saging is especially considered problematic (Reeves et al., 2019). Following
this, the approach might be usable for research scenarios that involve only
little or no personal or private data. By processing the videos on the device
and only sending anonymized or pseudonymized log data to the research
team’s server, the privacy situation improves. It still has to be transparent
for participants, which events the application is searching: researchers need
to address privacy concerns carefully. When defining events, they must take
into account if these events might reveal private or personal data or identify
the user.

The results from the pilot study show that the approach can generate log
data under real-world conditions over a period of one week on a range of de-
vices. The energy and resource consumption during recording is acceptable
on the test device. By running the event detection on the mobile device, it
is easier to scale our approach to studies with many participants, compared
to server-side processing. Transferring screen recordings over the internet to
a central server for analyzation uses a lot of bandwidth and results in a high
computational cost for the server. The event detectiononlyhappenswhen the
phone is plugged in and not in use, which limits the time for processing the
recordings. The ’in time’ generation of log files depends on howmany events
we look for, how much time we record per day, how much idle time for pro-
cessing we have, and the efficiency of the implementation and the device it-
self. Another solutionmightbe to combine thepresentedapproachwithmore
general logging onmobile devices that rather track general systemevents (e.g.
Ferreira et al., 2015). With that, we could checkwhich application is openusing
system events and then search for specific in-application events using screen
recordings.

By doing the event detection on the mobile device, we have to know what
we are looking for upfront. The events we are looking for have to be defined
before we collect data. When collecting screen recordings first and transfer-
ring them to a server, we can use the video material again and again and ad-
just our event definitions to gain better data. For research projects it might
be a good approach to first collect some pilot screen recordings, analyze them
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manually, define events and validate the results. After that, we can roll out the
privacy-friendly variant in the user study.

5.7.1. Limitations

Although the evaluation results on our privacy concept from the survey are
consistent with previous work and literature, a larger sample size would help
strengthen the reliability of the evaluation.

The presented approach is based on the visual screen output. This expands
our logging capabilities to generate data in many situations where we could
hardly gather data before. However, it also limits the log file generation to
visible interactions.

Another limitation is that our approachonly runs onAndroid (although the
market share of the OS is over 80%worldwide (IDC&Gartner, 2018)). For gen-
erating log files in the samemanner on iOS, for example, another implemen-
tation is necessary. We identified problems with four of our ten test devices.
We need to further improve the stability of the approach on different devices
andOS combinations tomake the approachusable in future research. For fur-
ther improving scalability, the implementation can be improved by utilizing
multiprocessing on compatible devices for example.

5.8. Conclusion and Future Work

Thispaper contributes toexpandingusagepossibilitiesof the richbutprivacy-
invasive data source screen recordings for HCI research. The idea of this
research is, on the one hand, to develop a privacy concept that can convince
potential participants to take part in research studies involving screen record-
ing and on the other hand to achieve the technical prerequisites to scale the
use of this method easily. The following list sums up the key contributions of
this paper.

• We developed and implemented a privacy concept that makes the use
of screen recordings as a long-term data source more feasible in real-
world studies, mainly by shifting the detection of events to the mobile
device and anonymizing parts of the generated log files. The evaluation
in auser survey indicates that our approach ismore likely to be accepted
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in a user study, compared to a server-based version, but still, potential
participants are hard to convince to be part of studies that involve long-
term screen recording.

• In a two-week pilot study we show that our implementation can pro-
vide long-term (for screen recordings) results under real-world condi-
tions and give an example of what kind of data we can generate. Addi-
tionally, a one-week test on ten differentmobile devices setups indicates
thatwe can run the current approachon severalAndroiddevices. Wedis-
cuss issues of our current implementation in terms of performance and
stability.

For future work, we will use the results of this paper to conduct long-term
user studies on mobile human-computer interaction to generate data in sit-
uations that cannot be covered by other logging methods. Further develop-
ment might include using the approach for the ’live’ detection of events. By
using only one frame per second, we could directly detect events and interact
upon thesewith theuser. A possible scenariowouldbe to ask a question about
a specific action or an intervention, for example.
The source code of this project is available open-source to the community

(Krieter, 2018c).
This work was funded by the German Ministry of Education and Research

(reference number: 01JKD1709B).
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6. Log files for Learning Analytics

This chapter has beenpublishedunder the title “Track everymoveof your stu-
dents: log files for Learning Analytics from mobile screen recordings” in the
proceedings of the 16thE-LearningConference inComputer Science (DeLFI’18)
by the German Informatics Society e.V..

6.1. Introduction

The field of Learning Analytics uses a wide range of data sources. A common
data source are log files from systems that support the learning process like
Learning Management systems (Papamitsiou & Economides, 2014). Pardo &
Kloos (2011) state that early Learning Analytics research is “LMS-centric”: us-
ing only data froman LMSmight limit research to a small part of the activities
of students. Especially communication oftenhappens through existing email
or mobile chat applications and not through the communication features of
the used LMS (Pardo & Kloos, 2011). This reduces the informative value of log
files from LMSs. To provide a comprehensive picture and analysis of learn-
ing activities, additional data is helpful beyond the log files of the LMS. In or-
der to analyze learning outside the LMS, additional data is necessary, espe-
cially when various third-party applications and software are used in a digital
learning environment. In these applications, it is difficult to gather data about
the interactions of students. To get log data from these third-party applica-
tions, it is usually necessary to implement log commands in their source code.
However, many applications are not open source and changing the source
code to generate data for Learning Analytics is not possible. Papamitsiou and
Economides state that “[..]every ‘click’ within an electronic learning environ-
ment may be valuable actual information that can be tracked and analyzed.
Every simple or more complex action within such environments can be iso-
lated, identified and classified through computational methods into mean-
ingful patterns.” (Papamitsiou & Economides, 2014). Hepp et al. describe
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these small pieces of data we leave behind when we act in digital environ-
ments “digital traces” and stress that these traces are meaningless until we
put them into a relevant context by appropriate methods and their triangu-
lation (Hepp et al., 2018). While we leave more traces in digital learning envi-
ronments than ever before, it is still a challenge to collect these data points in
an appropriate way and give meaning to this data through adequate Learn-
ing Analytics, for example. Our work addresses this lack of data sources in
digital learning environments containing not just an LMS but also multiple
closed source code applications by presenting a method to generate log files
for LearningAnalytics based onmobile screen recordings. A graphical user in-
terface (GUI) always represents the current stateof a system, basedonuser and
system events (Aho, Kanstrén, et al., 2014). The focus on GUIs in Human Com-
puter Interaction (HCI) leads to the point that the analysis of screen record-
ingsmakes it possible to understand almost every interaction, every behavior
or every task that the user performs while using a computer system. Inter-
preting screen recordings manually is very time consuming, what limits this
approach to relatively short time periods. Our approach utilizes computer vi-
sion and machine-learning methods to automatically analyze screen record-
ings and to create event-based log files. Our intention is to combine the ad-
vantages of short-term detailed screen recording analysis with long-term log
file generation. Themain contribution we aim at in this paper is to introduce
a new method to collect data in digital learning environments. We present
howwe define events of interest and find these inmobile screen recordings in
order to create log files for further analysis. The results and evaluation in this
paper are based on 118 example screen recordings from a mobile device. Be-
sides that, we show basic descriptive visualizations of example data and show
how this could be used as a new data source for Learning Analytics.

6.2. RelatedWork

6.2.1. Data Sources for Learning Analytics outside the LMS

A systematic literature search by Papamitsiou & Economides (2014) identi-
fies various data sources used in the field of Learning Analytics and educa-
tional data mining, such as log files of goal-oriented implemented systems,
questionnaires, interviews, web tracking software, open data sets and vir-
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tual machines. A main source for data in the field of Learning Analytics are
still log files containing entries about interactions of students within an LMS
(Tempelaar et al., 2015; Pardo & Kloos, 2011). There are several efforts in the
Learning Analytics community to collect data on student behavior and in-
teractions outside the LMS. Pardo & Kloos (2011) present an approach using
virtual machines to log a number of events outside of an LMS. They provide
pre-configured virtual machines to students of a programming class that the
students run on their personal computers. The machines monitor a couple
of events like power-up and shutdown, start and use of selected tools and
commands and browser history. They show that a significant amount of rel-
evant interactions happen outside of the sphere of the used LMS. Another
attempt to gather data beyond the LMS is introduced by Kitto et al. (2015) uti-
lizing data from social media combined with LMS data. They present an open
source toolkit accessing six socialmediaAPIs and save in a standardized actor-
verb-object notation for further analysis. Their focus is to gather data from
multiple sources in a uniform way at large-scale, but also concerns regarding
related privacy and data ownership issues. Another study by Tempelaar et
al. explores and compares the predictive power of different Learning Analyt-
ics data sources (Tempelaar et al., 2015). Therefore, they collect self-reported
data, LMSdata and e-tutorial data of formative assessments. In the conducted
study, data from 922 mathematics and statistics students is collected. They
mention that the use of only LMS data does not have substantial predictive
power in their study. They find that the use of formative computer-assisted
assessments is a good predictor for detecting underperforming students.
There is still no agreement within the Learning Analytics community as to
which interactions of students within a digital learning environment are de-
cisive for effective learning (Agudo-Peregrina et al., 2014). More research and
exploration of different data sources is needed, to address this. Coming from
this point, our approach, which we present in this paper, follows the path of
opening up and developing new data sources with the aim of providing a
more comprehensive picture and a new perspective on learning activities.

6.2.2. Detecting events in screen recordings

The analysis of screen recordings of student devices is not yet used in the
context of Learning Analytics, neither for manual nor for automatic analy-
sis. There are some research approaches that focus on the automatic analy-
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sis of screen captures, but not in association with the generation of data for
Learning Analytics. Most research in this area is aiming at analyzing Human
Computer interaction, but there are also approaches that could be used as a
data source in other contexts such as learning analysis. The project ”Inspec-
torWidget” (Frisson et al., 2016) proposes an automatic screencast annotating
systemforusability checksusing computer visionandmachine learning tech-
niques. The approach is designed for usability checks and requirement engi-
neering scenarios. The work is in an early stage, but has a potential for long-
term research studies and generating log files for several purposes on desk-
top devices. The project has been developed for Linux, Windows, and Mac,
but lacks to support mobile devices like smartphones and tablet computers.
An approach by Chang et al. (2010) has some close relation to our approach
although their aim is not to generate log files from screen recordings. The fo-
cus of their project “Sikuli Test” is to test desktop GUIs automatically using
computer vision methods. The script acts ”like a robotic tester” and acts on
the visual screen output of desktop GUIs based on previously defined events.
Common with our approach is to detect individually defined GUI states us-
ing computer vision methods. Matejka et al. (2013) introduce a tool for the
collection of data about software usage, with effort spent in making the ap-
proach independent of the actual application. This aim is closely related to
our approach, but the way of data collection is different. The result of this is a
dynamic heatmap overlay, that shows usage patterns of the active user and of
the community. They collect data about how frequently users use functions
in office applications aiming at optimizing software. The tool is only available
for Mircosoft Windows, using its accessibility APIs (not available for all appli-
cations), making themethod useable for manyWindows applications, but re-
quires additionalwork for every application (Matejka et al., 2013). Basedon the
previous work on data sources in Learning analytics and we present how we
combine computer vision and machine-learning methods to automatically
detect events in mobile screen recordings to generate log files for Learning
Analytics.

6.3. Technical Approach

The process for generating log data and further analysis in form of Learning
Analytics involves several steps (see Fig. 1). At first, video data needs to be col-
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lected on the student’s devices, followed by the definition of events of interest
and automatic analysis of the videomaterial based on these event definitions.
The resulting log files need to be prepared for further analysis, to be finally an-
alyzed and put into context.

Figure 6.1.: Simplified process: from screen recordings to log files for Learning
Analytics.

6.3.1. Collection of screen recordings

To validate the results of our approachwe recorded 118 smartphone usage ses-
sions (68minutes), which is roughly equivalent to the average use of a smart-
phone during one day (Böhmer et al., 2011). With this amount of video, it is
still possible tomanually validate the log results and identify errors in the de-
tection process. We define a phone usage session as from switching on the
screen until the screen turns off again and record interactions in the locked
state as well as in unlocked device state. For evaluation of our approach, we
recorded high-quality video in full HD at an average bitrate of 4418 Kbit/s and
20 frames per second (FPS) on an Android device.

6.3.2. Event detection

Since video analysis is a compute-intensive process, optimizations that re-
duce theworkload are of importance. As our focus are screen recordings from
mobile devices, we can exploit some characteristics of themobile platform. In
contrast tomost desktop systems,mobile devices have awaymore structured
and fixed GUI. On desktop platforms, it is common to havemultiple resizable
windows and applications opened at various positions on the screen. Mobile
platformsusually only support to display one application at a timewhich low-
ers the effort to check where and which application or activity is present. Be-
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sides that, most applications follow the design guidelines of iOS and Android,
which gives GUIs a fixed structure andmakes themmore predictable.

Video Preprocessing

To speed up the detection process we slightly preprocess the video material,
as there are many frames without a visible difference. At a frame rate of 20
FPS, we skip 54

Definition of Log Events

Events of interest are defined on the basis of GUI states and contain a mes-
sage that is written to the log entry. For our test runs, we defined a list of 30
events ranging from general user interface (UI) events like “keyboard opened”
to more specific events like “Whatsapp chat with Person A”. Figure 2 shows an
example of an event definition of aWhatsapp chat. Every event can consist of
different elements: comparison of fixed image areas, search for image parts
in the whole frame and comparison of text elements or reading text from
the frame. An event definition can contain multiple fixed areas. These image
parts are compared to the same area of every video frame. This exploits the
fixed structure of the mobile platform, as it is not necessary to search in var-
ious positions on the screen inmany cases. The similarity is determined by a
perceptualhash function (Buchner, 2018). Perceptualhashes are rather robust
and work with different image scaling or artifacts caused by video compres-
sion. To search for an image part that can appear at any or not a fixed position
of the screen we use OpenCV’s (OpenCV library, n.d.) templatematching algo-
rithm. As this step can cost more time in contrast to comparing fixed areas it
is more efficient to use fixed areas if possible to define an event.
We are searching for text strings or reading text from a certain area of the

frame using optical character recognition (OCR). For this, we use the open
source library tesseract (tesseract-ocr, n.d.). Text recognition is helpful to dis-
tinguish a variety of events. An example for fetching text from a frame is the
name of a chat partner that is attached to the log message (Fig. 2).

Detecting Events

The detection process works frame by frame and in a certain order, that keeps
the computational effort low. Every frame is checked against the list of events.
A frame can contain multiple events or no events. The first step is to com-
pare all fixed areas from the event list against the frame, as this step is fast,
compared to template matching and OCR. After that, template matching is
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Figure 6.2.: Definitionof anEvent. In this example a text string is fetched from
an area at the top, two fixed areas are set, one at the bottom and
one at the top (keyboard and chat header) andwe search for a non-
fixed image part in the whole frame (smiley).

executed followed by OCR as the last step. As each frame is processed individ-
ually, it is possible to scale up the detection process onmultiple CPU cores.

6.3.3. Log files

The resulting log files contain one or more entries for every video frame. An
entry consist of frame number, timestamp and log message. To further work
with these entries we transfer these logs into a different formatting, to make
further analysis more feasible. The final log files are event based instead of
frame based. E.g. if 85 consecutive frames contain the event “Instagram feed
opened”, this would lead to one event “Instagram feed opened” with a times-
tamp and a certain length. Listing 1 shows example log entries from the re-
sulting final log file. The last log entry for example indicates that a Whatsapp
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chat to a certain person was opened for 31,4 seconds at 17:37:14 on the 14th of
December 2017.

1 1513269377027.0;2017−12−14 17 :36: 17 .027000;2000.0;
whatsapp , c h a t l i s t act ive , number of chats with new
messages – 1

2 1513269377227.0;2017−12−14 1 7 : 36 : 1 7 . 227000; 1800 .0 ;
whatsapp , c h a t l i s t opened

3 1513269379027.0;2017−12−14 17 :36: 19 .027000;800.0;whatsapp
cha t l i s t , s c ro l l ed down

4 1513269380027.0;2017−12−14 17 :36:20.027000;3400.0;
whatsapp , c h a t l i s t act ive , number of chats with new
messages − 1

5 1513269380027.0;2017−12−14 17 :36:20.027000;3400.0;
whatsapp , c h a t l i s t opened

6 1513269383627.0;2017−12−14 17 : 36 :23 .627000;12200 .0 ;
whatsapp chat opened − Luca

7 1513269386027.0;2017−12−14 17 :36:26.027000;6200.0;
keyboard opened

8 1513269394027.0;2017−12−14 17 :36:34 .027000;2000.0;
keyboard opened

9 1513269395627.0;2017−12−14 17 :36 :35 .627000;200.0;
homebutton pressed

10 1513269396027.0;2017−12−14 17 :36:36 .027000;2400.0;home
screen present

11 1513269398427.0;2017−12−14 17 :36 :38 .427000;32200.0;
Instagram opened

12 1513269398427.0;2017−12−14 17 :36 :38 .427000;32200.0;
Instagram , feed opened

13 1513269398427.0;2017−12−14 17 :36 :38 .427000;32200.0;
Instagram , feed opened , unread messages

14 1513269434427.0;2017−12−14 1 7 : 3 7 : 14 . 427000;3 1400 .0 ;
whatsapp chat opened – Luca

Listing 6.1: Example entries from the result log file. All entries contain
a timestamp, a length in milliseconds and a log message that
describes the event.

6.4. Results

Altogether 79790 frames were processed from the 68 minutes of video ma-
terial and a log file with one or more entries per frame was generated. This
video frame based log file was transferred into a different formatting as de-
scribed above (see listing 1). In total, the final log file consisted of 931 correctly
detected events. The result log file did not miss any events but contained 1.3
percent false positive events using the originally collected high-quality video
material. We define a false positive as an event with a correct log message
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that did not occur in the video material. The most problematic event defini-
tion was the event “calculator opened”. The calculator was only opened one
time in all videos but was detected falsely 11 times. The reason for these false
results was an imprecise definition of the calculator event. Another reason
for several messed up log messages were events that fetched text from tran-
sition frames using OCR. On these frames between switching or closing appli-
cations it is not clear which application is present, as both are morphed into
each other. These animation frames caused messed up names of chat part-
ners when the chat applications were closed, for example. Figure 3 illustrates
a usage session containing several application usage sessions. We visualize
the result log files in reference to van Berkel et al. (2016) as usage sessions
containing detailed application usage sessions. As an application session, we
take the time from opening and using an application until the application is
closed again or switched. The upper timeline shows application events, the
lower blue line shows the use of general UI events, which can occur in parallel
to in-app events. In this example, the events “keyboard opened” and “k key
pressed” occurred several times.

Figure 6.3.: Visualization of a phone usage session containing the use of dif-
ferent applications and in-app interactions.

This usage session shows the use of two different applications (Whatsapp
and Instagram) and contains several detailed in-app events about the use of
Whatsapp. Three chats with different partners were opened, partly together
with the presence of the keyboard. At least in the last chat, the keyboard was
opened and used. Most likely in the other cases as well, but for testing we
only defined an event for pressing the k key. Most test events were connected
to chat communication. In addition several events regarded the general UI,
news applications, andAndroid systemevents suchas lock screen interactions
or displaying the ”all applications” menu for example. The result log file con-
tained detailed information about chat communication in four different ap-
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plications with a chat function: Whatsapp, SMS chats, Instagram and Pinter-
est. For all chat application events the name of the chat partners was saved. In
total there were chats with 13 different persons, the most conversation hap-
pened throughWhatsapp. One chat partner occurred in all four applications.
The event definitions for Whatsapp were most detailed, ranging from taking
a picture in a chat (happened two times) to scrolling down the list of chats
and number of new messages. Besides those two phone calls were registered
to the same person, one missed call and one outgoing call. Other events in-
cluded using the phone’s contact list, creating a new contact, viewing the “top
stories” in the BBC news application, using the calculator, andwhether the de-
vice is used in unlocked or locked screen mode. All event definitions besides
one used at least one fixed area and perceptual hash comparisons. Template
matching was defined in two events and OCR in 12 events. In general compar-
ing fixed areas worked reliable for our purpose, as well as templatematching.
The OCR results were very accurate, unless used on transition frames during
application switchingor closing. Weusedmultiprocessingonadual-core Intel
i7 for all test runs. Processing all 118 high-quality videos took about 10 hours.
Ideas for speeding up the process are briefly outlined in the discussion.

6.5. Discussion

Most data sources for Learning Analytics rely on log files from LMSs or re-
lated systems. These data sources have two clear limitations: log events can-
not be individually defined in most cases, unless the source code is modified
and most the log files are limited to interactions within the system. We ad-
dress this challengeby introducinga loggingapproach that relieson thevisual
screen output. Theoretically, it is possible to track everything that is visible on
the student’s device screen, leading to data about interactions in very high de-
tail. Log events can be detected inmultiple applications while only using one
method to generate the log file which eliminates the need to merge log files
from multiple sources. Instead of implementing log commands at develop-
ment stage, researchers can define events of interest based on GUI states in-
stead. This can be done before collecting video data or even after. In case that
the logged events are not useful or predictive for the research question, event
definitions canbe adjusted and the videomaterial canbe analyzed again from
a different perspective. Another possibility resulting from the use of this ap-
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proach is that no access to the source code of the applications is required to
implement log commands. This opens a new way to log in third party appli-
cations, since many applications are closed and do not produce any log files.

6.5.1. Privacy and Ethical Challenges

A serious challenge before applying our approach in a real-world scenario is
possible, is the privacy of student’s personal data. The student’s device screen
is permanently recorded, saved, and analyzed. This requires an informed con-
sent by participants and raising the question of how participants in research
studies can be informed what data they share for what purpose and how they
can controlwhat they share. We follow thePrivacybyDesign (Cavoukian, 2011)
approach in order to develop an effective concept for the protection of the
privacy of participants already during development. A step in this direction
would be that the screen recordings are not be accessible to researchers and
would have to be approved by users to be searched for events. Additionally,
the anonymization of the resulting log files is obligatory, before they could
be used in a Learning Analytics context. With regard to these serious obsta-
cles to privacy, ethical questions also arise as to whether the gathering and
use of these log files justifies such a data collection and analysis. This ethical
perspective will depend greatly on the success and implementation of a sus-
tainable privacy concept, that ensures the privacy rights of students or partic-
ipants and is in accordance to current regulations.

6.5.2. Technical Challenges

For further analysis of learning paths, student behavior or predictions based
on these log files, it is essential, that the data quality and correctness is en-
sured. The result logs of our sample video material reached a high level of
correctness for 30 test events, ranging from very short events like pressing a
key on the keyboard to reading in a news app. We identified some event defi-
nitions that produce unexpected ormessed up results and incorrect logmes-
sages that lead to false positives, though no events that occurred in the test
video material were missed. Another technical challenge besides correct log
results is the great file size of the video material and computational effort to
process the screen recordings. The 118 sample screen recordings we used for
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this paper to validate the results of our approach as a data source added up to
2,2 GB. Since the recognition works frame by frame, the recognition process
can be considerably accelerated bymultiprocessing. Besides scaling the num-
ber of CPU cores, it seems reasonable to reduce the video frame rate already at
recording time, since 54% of all frames were duplicates or almost duplicates.

6.6. Conclusions and Future Work

In this paper, we presented an approach for a new data source in Learning An-
alytics that works beyond an LMS, in multiple applications and independent
of the applications source code. We showed that we could generate detailed
log files based on mobile screen recordings and track a range of interactions
onmobile devices. Wedemonstrated examples of how this logdata canbe fur-
ther processed to serve as a basis for Learning Analytics scenarios from a new
perspective. The next steps involve the development of privacy measures,
performance and result optimizations. It is also necessary to investigate how
this data source can be used sensibly, what insights are possible, and how this
approach can be reasonable from a viewpoint of research ethics.
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7. Estimating Students’ Online Time by
Combining LMS Log Files and Mobile
Screen Recordings

This chapter has been submitted as a journal article with the title “Are You
still there? Estimating Students’ LMSOnline-time by combining Log Files and
Screen Recordings” to the IEEE Transactions on Learning Technologies.

7.1. Introduction

Log files of Learning Management Systems (LMS) are a frequently used data
source in the field of Learning Analytics (LA) (Papamitsiou & Economides,
2014). Several measurements of student activities are derived from this data,
like the number of clicks, logins and time spent using the LMS (e.g. You, 2016;
Conijn et al., 2017; Kovanović et al., 2015). These data points form the features
for further statistical analyses or predictions about the success of a student
when attending a course and the potential need for support for passing the
course, for example.
This makes the process of how we derive and define these measurements

from the raw log data highly important, as further decisionmodels are based
on these data points. One of themost important and frequently used dimen-
sions is the duration that students spend online in the LMS (Conijn et al., 2017;
Kovanović et al., 2015; Dawson et al., 2008; Damianov et al., 2009). LMS log
files usually do not directly define or track the duration of the time students
spend in the system (Kovanović et al., 2015). For this reason, it is common to
use heuristics to summarize a series of clicks in a session and calculate the
usage time, e.g. based on the login and logout clicks (Sael et al., 2013).
Usually, web logfiles are basedon clicks (HTTP requests) and therefore state-

less. It is not possible to clearly say if a user is really still using the LMS, or
maybe left the browser or tab to do something else and continue using the
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LMS later on. This means that if we calculate the usage duration of a session
based on the log files, we can not say for sure if the LMS has been used for
the entire time that we calculated based on a series of user clicks. It is diffi-
cult to define this construct because the data does not say directly what we
want to know. We cannot keep track of off-task behavior from the LMS logs.
This results in calculating a session duration that does not reflect the actual
online time (Sael et al., 2013). In data pre-processing for LA there are several
definitions to calculate the session duration in the literature (Zacharis, 2015;
Conijn et al., 2017; Sael et al., 2013; Ba-Omar et al., 2007; Kovanović et al., 2015).
However, it is essential to define and calculate this measure as accurately as
possible, since session duration is a frequently used feature in learning out-
come predictionmodels. Kovanovic et al. show that different strategies of es-
timating the time spent with the LMS can have a great effect on the produced
statistical model and predictions (Kovanović et al., 2015).

We address this challenge by combining twodata sources to conduct an em-
pirical investigation of the duration of LMS sessions. We collect log files from
the LMS ”Moodle” and record the screen of the students’ tablets in parallel in
the background. We then use existing session duration definitions from the
literature to calculate the session duration of our students’ Moodle logs and
compare the results with the actual duration that the LMS was present in the
students’ screen recordings. We collected data for four months, resulting in a
data set of more than 19,000Moodle log entries and over 10,000minutes of
screen recordings. Our approach is based on computer vision and machine
learning of Krieter and Breiter (Krieter & Breiter, 2018a,b) to automatically
generate log files from our screen recordings and extract the Moodle usage
time from the large amount of video data. In addition, we show that depend-
ing on the calculation of our LMS session duration, the number of sessions
also changes considerably.

Ourmain contribution aims to investigate and enhance the pre-processing
of LMS log data for LA. We present amethodological approach to estimate the
online time duration based on two different data sources and discuss the im-
plications and limitations of our methodology. Using counter-examples, we
show that common definitions of online time estimation do not lead to pre-
cise results. Our goal is not to present a ”perfect” estimation definition, but to
make the community sensitive towards these assumptions.

• By visualizing and comparing the results from the Moodle log files and
from the screen recordings we can show that the duration calculated,
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based on theMoodle log file sessions, differs significantly from the time
users actually viewed the LMS on their screens.

• Based on this we try to find a session duration definition that provides
more exact results for our data set. We use different variations of com-
mon session definitions and test themagainst the videomaterial to find
an individual online time estimation definition for each of our students
that best reflects their time spent in the LMS. From this perspective, we
also take a lookathowthenumberof sessions changes, taking the screen
recordings of a user into account when we calculate the number of ses-
sions based on our Moodle log files.

7.2. Background and RelatedWork

In the first part of this section, we give an overview of research in LA that uses
data sources that go beyond LMS log files or combinemultiple sources of stu-
dent data.

Previous research in the LA community has picked up on the struggle over
how to define the online duration or time-on-task estimation in a way that
works reliably and reflects the actual online time of students. Besides work
that specifically focuses on this important step in the data preparation pro-
cess, we give some examples of common definitions for calculating the on-
line time of students. Table 7.1 gives an overview of several session definitions
from the literature that focus on different LMS log files. Most definitions refer
to Moodle log files since we also use this LMS.

7.2.1. Data Sources in Learning Analytics

Utilizing LMS log files makes it easy to follow the activities of students in the
LMS unobtrusively with low effort. However, relying on LMS data as the only
data source also limits the scopeof analysis. Several researchprojects focuson
utilizing additional data sources in digital learning environments (Papamit-
siou & Economides, 2014), though the most important data source for LA re-
mains log files from LMSs (Tempelaar et al., 2015; Pardo & Kloos, 2011). Which
student interactions in a digital learning environment are decisive for effec-
tive learning is not decided in general within the Learning Analytics Commu-
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nity (Agudo-Peregrina et al., 2014). There are example research projects on
utilizing and testing different data sources outside the LMS to gain additional
insights on students’ activities, varying from data from programming IDEs
(Blikstein, 2011), screen recordings (Krieter & Breiter, 2018b), and question-
naires, interviews, web tracking software, open data sets and virtualmachines
(Pardo & Kloos, 2011).

There are several examples of using data sources outside an LMS for LA in
the context of learning programming. Blikstein is using a dataset of a three-
week student assignment on programming using a programming environ-
ment that logs many users’ interactions, such as keystrokes, clicks, variables
changes, and changes in the source code (Blikstein, 2011). He shows, how this
data can be used to find certain events in the process and suggests identifying
situations in which students might need help.

Fernandes-Medina et al. use compilemessages as a data source and analyze
the work of students to report on the individual and comparative progress of
learning (Fernandez-Medina et al., 2013). They use the results to inform stu-
dents about their learning process. Another recent related approach to this is
pursued by Öztürk et al. by developing a web-based programming environ-
ment for novice students to collect data (Öztürk et al., 2018). By identifying
metrics for student performance they use this data to predict students at risk
to drop out at an early course stage. Using screen recordings or screenshots
as a data source for LA has been a subject in previous research (Krieter & Bre-
iter, 2018b): the authors present a tool for LA that can generate log files from
mobile screen recordings using computer vision andmachine learningmeth-
ods for optical character recognition (OCR) to find events based on the visual
screen output.

7.2.2. Online-time estimation in Learning Analytics

Kovanovic et al. present a study focusing on the ”black box of time-on-task
estimation” (Kovanović et al., 2015). They stress the problem that the time
students spend on a task or in the LMS is a commonly used measure, but
at the same time is not described in detail and often not accurate. To ad-
dress this issue they studied the effects of different time-on-task definitions
on the results of a common prediction model. They show that the results of
the model change significantly, depending on the different time estimation
methods. They encourage further research and discussion on this issue. A
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study by Munk and Drlik points in the same direction (Munk & Drlík, 2011).
They focus on the data pre-processing of log files in education and the diffi-
culties when specifying a time window to define sessions in user logs and the
calculation of the session duration.
There are several examples of different definitions of session duration es-

timation in previous research. Zacharis investigated how students at risk in
blended learning courses can be predicted early by analyzingMoodle log data
(Zacharis, 2015). For his model, he explored the predictive significance of 29
LMS usage variables. He defined the duration variable as a session of all clicks
after the login of a student until logout. In the case of the user not actively log-
ging out to close the session, he ends the session if 40 minutes of inactivity
occurs.

A similar method is used by Conijn et al. to define the estimated time stu-
dents spend online in the LMSMoodle (Conijn et al., 2017). They use the same
40-minute threshold of inactivity to end a session. A session had to consist
of at least two clicks, the duration of which is calculated based on the time be-
tween the first and the last click. They state that raw log data does not provide
concrete measurements and more insights are needed to explore how LMS
data can be represented, as well as adding other data sources to add context
to the log files.
Sael et al. conducted a study on data pre-processing and using web usage

mining methods on a dataset of Moodle log files (Sael et al., 2013). A session
consists of all clicks between a user’s login and logout in their analysis. They
indicate that domain-specific steps in the pre-processing of data for LA are
still not explored sufficiently. They reflect on their method of estimating the
duration students use the LMS and recognized that there are inconsistencies
between the time spent online and the number of sessions done. From that,
they derive that students are not following the LMS contents continuously,
but switch to other activities while using the system.
We follow the suggestionofKovanovic et al. to further investigate themeth-

ods to estimate the online timeof students, which areused toprocess logdata.
Togain adeeperunderstandingof students’ LMS sessionsweaddanotherdata
source (similar to Conijn et al. suggestion) to augment our LMS log files and
put them into a different context. From the several session and online time
definitions, we see that the decisive factor is the time-out variable that closes
an opened session. Following this, we evaluate different time-out values of
inactivity after the last click of a user (described in detail in the next section).
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Table 7.1.: This table lists various definitions for LMS sessions and estimation of online time from the literature.
LMS Description/Definition Reference
Moodle ”[…] sequence of behavior from the first click after the login to Moodle until the last click before

logging out, or the last click before staying inactive for at least 40 minutes. Each session consisted
of at least two clicks. The time between the first and the last click of a session was used to compute
the total time online.”

Conijn et al. (2017)

Moodle ”For the purposes of this study, an online session was defined as the sequence of a user’s interac-
tions with course web page, from entering after login until logging out or staying 40 min inac-
tive.”

Zacharis (2015)

discussion
forum

60minutes time-out and based on the duration of the last action Wise et al. (2013)

Moodle ”Session: All user interactions achieved between a user login and a logout.” Sael et al. (2013)

Moodle ”In this paper, we used reactive time-oriented heuristic method to define the users’ sessions. From
our point of view sessions were identified as delimited series of clicks realized in the defined time
period. […] we adopted a 15-minute timeout to start a new session […]”

Munk & Drlík (2011)

LTTS 30minutes time-out, addition of mean duration for last activity del Valle & Duffy (2009)

custom
proto-
type

”Session Identification: This task consists of grouping a learner’s page accesses in a unit named
session by dividing the click stream of each learner into sessions. We have adopted a 30-minute
timeout to start new session.”

Ba-Omar et al. (2007)

custom
proto-
type

”[…] session concept is traditionally understood as the set of user’s accesses performed during a
site visit”, no time-out is specified

Marquardt et al. (2004)
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7.3. Methods

Figure 7.1.: This diagram summarizes our research design and explains how
we connect two inherently very different data sources. The goal is
to create precise online time estimation for our students.

Figure 7.1 gives an overview of our research design and data sources: we
gather data from an LMS and screen recordings. To make both data sources
comparable in aquantitativeway,wegenerate logfiles fromthe screen record-
ings and use the log records fromboth sources to estimate the online time for
our users on an individual basis.

7.3.1. Data collection

We collected our data in the context of two blended learning music classes
in German Adult Learning Centers (ALC). The duration of the data collection
was fourmonths. The topic of these classes was learning to producemusic on
tablet devices. We used Moodle as a platform to support learning, as well as
several applications for music creation. The set-up of the classes was a mix-
ture of formal and informal learning. The teacher and students had a weekly
meetingwith a combinationof teaching andpresenting theirwork andasking
questions. Besides that, the students used their devices outside of the class to
learn and solve tasks on their own.

Participants

Our course offer attracted nine participants at the ALCs, four females and
five males. The ages ranged between 17 and 74 years. The maximum num-
ber of participants per course was eight. The recruitment was supported by

METHODS 101



the learning centers and ads in local newspapers. All participants received a
Tablet (Samsung Galaxy Tab S3), a case with keyboard combination, mouse,
and headphones for the duration of the course. As our intention is to show
counter examples for online-time estimation the sample number is suffi-
cient.

Privacy and Legal aspects

In order to apply our research design andmethods of data collection, we pre-
cisely informed interested potential participants about the data collection
and analyzing process in our research project. This was necessary to ensure
that participants were able to understand all aspects of our research design,
enabling them tomake a reasonable, voluntary, and informed decision about
their consent to be part of our study. Be-sides the necessary requirements
by law (based on the GDPR), like informed consent of all participants, for
example, our focus was to present our methods and research goals as acces-
sible as possible. We did not expect potential participants to be experts in log
file analysis or even familiar with technology at all. Additionally, recording
the screen of a user all the time is a very invasive method of data collection
that can make it hard to find participants for collecting field data in this way
(Tang et al., 2006; Reeves et al., 2019). Tang et al. (2006) stress that, in this
context, building trust with the research team and informing participants in
detail is important to convince potential participants. So, we informed the
potential participants comprehensively in a separate non-binding event be-
fore the start of the course. Besides a presentation, we explained our process
in a compact but detailed document, additional to the usual required legal
documents. None of the potential participants refused to participate because
of privacy or legal considerations.

7.3.2. Data set

Screen Recordings

We developed and installed an application that recorded the participants’
tablet screens permanently in the background and transferred the subse-
quent files to our server. From our screen recording application, we received
a total of 1351 video files in MP4 format resulting in a total file size of 179 GB.
The videos added up to 167 hours of screen capture, averaging around one
hour and eightminutes per day. Our recording app tried to transfer the video
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material over the internet to our server. Whenever the tablet was connected
via thewifi andnot in use, to prevent blocking the internet connection during
phases of user activity. Our video quality setting used around 1GB per hour.
We reduced the video resolution to half (1024*768) of the display resolution
(2048*1536) and recorded with a dynamic frame rate.

LMS data

The LMS provided detailed log files that contained entries about the activi-
ties of the users within the system. Moodle exports log files in CSV format,
containingnine data fields per entry. Themost important fields are the times-
tampand the description of the log entry like, ”The userwith id ’16’ viewed the
course with id ’3’,” for example. The log files of our nine participants showed
an average of 63 log entries per day. We sawa repeated pattern ofweekly peaks
right before and after the day of the coursemeetings. Whenwe combined this
data with the screen recordings we got per day, we could follow a similar pat-
tern of weekly activity peaks. In total, we collected 19,081 log entries; filtering
all admin and teacher-related entries we end up with 11,503 log entries from
our participants during the data collection phase.

7.3.3. Experimental Set-up and Pre-processing

Wewant to compare the duration of sessions from two different data sources,
which means that we have to bring the results from both sources into a com-
parable format.

Online time estimation using screen recordings

Theamountof collectedvideomaterialwas too large toanalyze the recordings
manually for the occurrence of the LMS and compare it to the log files after-
ward. Some recent research focuses on automated screen recording analysis
(Krieter & Breiter, 2018a; Reeves et al., 2019; Frisson et al., 2016). Krieter and
Breiter presented an approach for automatically generating logfiles frommo-
bile screen recordings by using computer vision and machine learning tech-
niques (Krieter & Breiter, 2018a). They show how their approach can be used
to generate data for LA independent of the active applications used in the
digital learning environment (Krieter & Breiter, 2018b). We use this (Krieter,
2018b) open-source implementation todetect allMoodle activity in the screen
recordings and create log files containing log entries for each video frame.
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The computer vision and machine learning methods we apply are Tesserakt
for optical character recognition(tesseract-ocr, n.d.), OpenCV (OpenCV library,
n.d.) for templatematching and perception hashes (Buchner, 2018) to find im-
age similarities. Each time the LMS showed up on the user’s screen, we sum-
marized these consecutive video frames and saved the start and end of the
LMS activity. The aim was to have a format of data that was easy to compare
to the results from the Moodle log files.

Online time estimation using Moodle Log Files

As the participants were able to deactivate the screen recordings (in case they
felt uncomfortable being recorded in certain situations, for example), for our
study we just took those Moodle sessions that were also saved on video. For
this reason, we just show results of four of our participants, those that had
a sufficient amount of data from both sources to give an example of our ap-
proach andmethodological contribution. This results in comparing in a total
of 140 sessions whichwe investigate. We processed theMoodle log filesmulti-
ple times using different thresholds to define our sessions and to estimate the
duration. We split the raw log files into per-user log files. The actual content
of the log messages is not important in this case. Similarly to the definitions
for estimation from the literature, we use different thresholds for closing a
session. This time-out value for the inactivity of a user is the most common
way to create sessions and calculate the online-time. Wegenerate our sessions
with a threshold starting at zero minutes up to 40 minutes, resulting in 41
different versions of session duration. A sessionmust contain at least two en-
tries. Similar to our video logs, a session consists of a timestamp for the start
and endpoints.

Comparing the online time estimations

To explore and directly compare the sessions from both data sources, we cre-
ated dynamic timeline visualizations (see fig. 7.2) using the Google Charts li-
brary (Google, n.d.). By doing this we can show how different the results in
online time from both data sources are. We tested the 41 variants of the LMS
sessions against the sessions from the video material. We estimated the on-
line time for every variant and compared the duration to the one we got from
the screen recordings. Based on thiswe evaluatedwhich session variantworks
best on a per user basis. The idea was to find the best threshold value (time-
out) for the last action that is part of a session. The best value, in this case,
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Figure 7.2.: This timeline graphic visualizes an example fromour data set. The
first line (blue) indicates the recording of the screen. The second
line (red) marks the time slots in which we found Moodle activity
in the screen recordings. The last line (orange) shows the according
session from theMoodle LMS log files.

meant that using this threshold resulted in a session duration that was the
closest to the duration we got from the screen recordings of that participant.

7.4. Results

7.4.1. Investigating sessions in time-line visualisations

Several previous research studies in LA which use a session definition of on-
line time estimation are aware of the inaccuracy of the estimation (Kovanović
et al., 2015; Sael et al., 2013; Conijn et al., 2017). From our permanent screen
recording, we can make direct comparisons between our Moodle logs and
what happened at the same time on the screen of our participants. Figure 7.2
shows a timeline visualization of our data sources. In general, we can see
that the sessions we got from the LMS logs are clearly different fromwhat we
get from the screen recordings. The first line indicates the time spans of the
recorded videomaterial (Figure 7.2). The tablet as amobile device switches off
the screen after a period of inactivity or the user actively turns off the screen.
In this example, we take a closer look at a time-span of roughly 25 minutes
in the evening, starting around 6:35 PM and the screen is active most of the
time. The second line shows when the LMS was visible on the screen and the
last timeline shows the corresponding session from our Moodle log files. The
Moodle log file session, in this case, is specified by the individual threshold
value that reflects the online timemost accurately for this user (user 1, see the
second part of the results section). In this case, this means that the threshold
for the last action before we close a session is 30 minutes. This results in an
LMSMoodle session of 15minutes. When we compare theMoodle log file ses-

RESULTS 105



Figure 7.3.: These diagrams show the results from testing timeout thresholds
from zero to 40 minutes for the estimation of session duration
based on the last action of a user. The blue dots indicate the length
of the total online time (y-axis) based on a certain threshold (x-
axis). The orange line represents how long Moodle was actually
visible on the screen of the user, based on the recordings. For ex-
ample: for user 1 the LMS was present in the screen recordings for
168 min. (orange line); if we use a threshold of 30 or higher, the
results are closest to this value.

sion to the results ofMoodle occurrences that we get in the screen recordings,
we see that there aremany overlaps, but some larger pauses in whichMoodle
was not on the screen. During the LMS Moodle session, Moodle was on the
screen for only four minutes and 18 seconds.
For this particular session, we manually explored the video material in ad-

dition to the automated analysis to add some context to the example. A spe-
cial advantage of the combination of these two data sources is that we get ex-
act information about off-task behavior. We see that Moodle was active on
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the participants’ screen before the LMS created the first log entry. This results
from the user accessing the course website but not yet logging in. Instead, the
user creates a bookmark for the LMS and rearranges the pre-configured book-
marks of the tablet’s browser. The data of this session is from the beginning
of the course. As Moodle can only recognize the user and add a log entry to
his or her history when the user is logged in, we have no record of this in the
Moodle log files in this case. The first log entries in Moodle are from several
attempts of the user to log in, which fails because of trying wrong passwords.
The next gap (in comparison to the LMS log session) in the screen recordings
is caused by the user changing system preferences. The next few gaps result
from switching to the application store several times and searching for spe-
cificmusic applications. The user seems to be unsure which one to install and
scrolls through theGoogle Playstore suggestions for awhile and then switches
back to the LMS home page. This is followed by rearranging the applications’
icons on theAndroid start screen. The last actionof theuser is logging actively
out of the LMS, which closes the session we get from theMoodle log files. The
short occurrence of the LMS in the screen recordings after this results from
returning to the Moodle website again, but without logging in again.

7.4.2. Testing different online time estimations

Only ten percent of our sessions end with an active log out click by the user.
This means we need an accurate estimation based on the last action in a
user-session instead of using log-in and log-out actions. As described in our
method section, we use a simplified time-on-session estimation (compared
to (Kovanović et al., 2015), for example) to calculate the total time spent using
the LMS. We do not take into account specific single time-on-task estima-
tion. The heuristic definition we use to measure the session duration of our
Moodle log files is based on estimating the last action of a session based on a
time threshold from zero up to 40 minutes. Depending on this definition of
sessions, we compare the results of up to 140 sessions.

Figure 7.3 shows the results on the heuristic session duration estimation in
relation to the duration the LMS was visible on the screen of the users. The
orange line indicates the total session duration (online time in the LMS) from
our video recordings. The blue dots specify the total duration spent in the
LMS (y-axis), estimated using a threshold t (x-axis). In general, we see some
similarities between user two, three, and four.
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For user 1 the total duration of the LMS log sessions is closest to the valuewe
get fromthe screen recordings (168minutes) for the last action thresholdof 30
orhigher. We see that ageneral trend for thisuserwithanascending threshold
is a longer total session duration, despite a drop around the t values 21 until
24. An example session of this user in visualized in Figure 7.2. Although the
threshold of 30 seems to result in an imprecise representation for the single
example session, overall sessions this threshold leads to the best results for
this user. Due to limited space, we cannot show visualizations for all users
and sessions.

If we take a look at user 2, we get a different picture. We have a total oc-
currence of the LMS of 56 minutes in the video data. In this case, a threshold
value of two brings our estimation of online timemost closely (58minutes) to
the value from the screen recordings. The duration based on other thresholds
varies between 52 minutes (t=3) and 237 minutes (t=35 or higher).

For the third user, we had to filter more data as we did not have all LMS log
sessions in the screen recordings. This results in 24 minutes of Moodle usage
in the screen captures. The closest value to this from our threshold test is for
a threshold of one minute, which results in an online-time estimation of 38
minutes based on theMoodle log files. High values for t result in amaximum
of 215 minutes of online time (t=26 and 27).

The diagram for user 4 shows an analogous picture, but even the closest
total session duration estimation is quite far from the value we get from the
screen recordings. In this case, we have 28 minutes of Moodle online time
in the screen recordings. The best threshold value in our test is one minute.
Using this threshold to calculate the online time results in 56 minutes. The
other values also differ strongly from the duration of Moodle occurrence in
the screen recordings.

7.4.3. Number of sessions

The focus of this paper is on the duration that students spend online in an
LMS. But of course, as we test different session definitions, the number of ses-
sionsalso changes, not just theduration. Because thisnumber is an important
measurement aswell, we give short a summaryofhow thenumber of sessions
changes in connection with changing the time-out threshold for inactivity.

Table 7.2 shows howmany sessions there are per user, depending on differ-
ent values for the time-out of a session inminutes. We chose the values based
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Table 7.2.: Number of sessions per user dependent on different time-out
thresholds for session estimation.

timeout (min) User 1 User 2 User 3 User 4

40 18 16 9 21
30 18 16 9 22
15 22 18 13 33
2 30 29 23 33
1 35 38 28 39

on common values used for Moodle log files in the literature (40minutes, 30
minutes, 15 minutes, see table 7.1). We also added themissing timeouts which
resulted in the closest results compared to the screen recordings, which was
two for user 3 and user 4 and twominutes for user 2. The number of sessions
indicates that based on different timeout thresholds the number of sessions
varies. We can see that in general, we get fewer sessions if we increase the
time-out, for all users. This could possibly reduce the influence on statistical
models, as the values change in a similar ratio for all users.
The data set for the results presented in this section is available online in an
anonymized version to make our research transparent and reproducible (Re-
view, 2019).

7.5. Discussion

By comparing the online sessionswe get fromourMoodle logfiles to theMoo-
dle activity we get from the screen recordings, we can tell that the actual use
of the LMS is very different from what one could expect from just analyzing
the LMS log files. To best of our knowledge, there is no previous research data
set that can provide the same details on how long andwhen students actually
use the LMS and compare that with parallel LMS log files. By visualizing the
data from both sources in parallel timeline graphs we can see that a lot of off-
task activity is happeningwhile the user is in an LMSusage session. By adding
screen recordings to thedata collectionandgenerating logfiles fromthevideo
material, we get a new perspective on the log files. In a way, we can look over
the student’s shoulder and get an answer to the question, ”are you really still
using the LMS?”. However, just because something is on the user’s screen, we
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still cannot infer for sure, that theuser is actively followingor reading the con-
tent on the screen. Through the combination of ’classic’ log files and screen
recordings or log files from screen recordings, we can put our LMS log files in
a different context (Hepp et al., 2018). As we did with the description of our
example visualization, we can add many insights that we can not infer from
Moodle log files. Further research in this direction could automatically ana-
lyze how long viewing the content, or an action in Moodle took. Besides that,
we could track off-task behavior or on-task behavior that is happening outside
of the LMS. In our case, this could be a student reading a task to download a
certain music application and use it for an assignment. Using our approach,
we could connect these activities and get a different perspective on learning
in environments that containmultiple applications.

In previous research in LA, a threshold of 30 or 40 minutes was common
for estimating the last action of a session and calculating the online time of a
student (e.g. Conijn et al., 2017). In our case, a value of 30 leads to quite exact
results for one of our participants (user 1), but not for our three other example
cases. If we compare the results of testing thresholds fromzero to 40minutes,
we see that the resulting estimatedonline timevaries bymore than twohours.
As Kovanovic et al. showed, themeasurement of how long students stay with
a task or the LMS significantly influences the results from statistical models
(Kovanović et al., 2015). Therefore, the choice of how to estimate online time
is highly important. But from just analyzing ourMoodle log files it is not pos-
sible to find an exact session duration estimation. For our data set, there is no
clear ’winner’ threshold that can represent the actual LMS online time in an
accurate way. The combination with screen recordings as an additional data
source provides context to the traces from the LMS logs andmakes it possible
to findmore accurate thresholds.

The presented sample and analysis of 140 sessions from four participants
points in the direction that the ’right’ formula for session time estimation is
highly individual. In our data, we see very different thresholds that suit the
actual time spent, when compared with the screen recordings. Our contribu-
tion is to show that existing online-time estimations are not accurate, ie. they
over- or underestimate the time. Given the existing definitions, we intend to
falsify(Popper, 1963) common assumptions. For this approach, one negative
examplewould be enough, but four are better. Furthermore, wepresent anew
methodological approach (combining log and screen capture data) onhowwe
can to further investigate this. This ought to help a differentiated discussion
and deliver first ideas for a novel approach. We are not trying to establish and
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prove a new general ”perfect” session definition that would undoubtedly re-
quire many more participants and data (if even possible). However, for our
case, we think a small sample of four participants or 140 sessions is sufficient
to prove our point. We show that using several different definitions from the
literature, we get very different and inaccurate results and that it seems rather
randomif theymatchwith theactual online-timeestimationsweget fromthe
screen recordings. Tomake this transparent, wemake our data and the source
code of our approach available to the community.

We strongly encourage further research on how online time estimation of
students can be tracked more accurately. We presented a methodological ap-
proach to how online time can be determined in an exact and individual way.
But the effort to collect screen recording data is significantly higher from a
technical perspective, even if we automate the analysis and generate log files
from the recordings. From the participants’ perspective, recording the screen
permanently in the background is privacy-invasive and this canmake it hard
to find participants willing to join a research study (Krieter, 2019; Reeves et
al., 2019; Tang et al., 2006). We see a dilemma here from a research ethical
point of view. On the one hand, it deeply affects the privacy of the students
to record the screen in the background. On the other hand, it is problematic
if predictions are made about the success or failure of students with inaccu-
rately calculated estimations from LMS log files (e.g. Kovanović et al., 2015).

7.5.1. Limitations

Weuse tablet computers for our data collection. Using other devices like desk-
top computers, for example, might result in different findings. From the pre-
sented study we can not infer an ’ideal’ definition of how to estimate the on-
line time of students in an LMS. Additionally, we focused on the threshold
variable that decides about the last action of a session. Although this is con-
sidered to be themost important factor in estimating online time (see related
work section), further research is needed to explore other factors as well (the
influence of the number of sessions, for example).
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7.6. Conclusions

In this paper, we present an approach to estimate the time students spend in
an LMSbased on linking LMS logswith parallel log files generated from screen
recordings. By this, we can make the actual on- and off-task behavior of stu-
dents visible. We explore example sessions and visualize the data from both
sources in timeline diagrams that indicate great differences between estima-
tion based on Moodle logs and based on screen recordings. We use a com-
mon online time estimation strategy from the literature and test different
variations in comparisonwith the results from the screen recordings to find a
definition that is most accurate for the individual student. We show that the
threshold of minutes of inactivity used to determine the end of a session is
critical for calculating the online time and that there are very large deviations.
Our findings are in line with the results fromprevious research on online and
on-task time estimations (Sael et al., 2013; Kovanović et al., 2015; Conijn et al.,
2017). We showed that the usage sessions we infer from the Moodle log files
do not reflect the actual usage time and characteristics that we can observe
in the screen recordings. We suggest gathering data in different ways beyond
the LMS to overcome the state of having to accept blurry data on online time
or time-on-task estimation.

7.6.1. Future work

For future work it would be helpful to make the collection of data on off- and
on-task behavior more feasible from a technical perspective for the research
team and from a privacy perspective of a participants point of view. Fur-
thermore, by augmenting the LMS log files with the log files from the screen
recordings, we can study student behavior in a new and very detailedway and
beyond the data points which an LMS can provide. An analysis based on the
content on the screen is challenging but highly promising in terms of getting
a greater picture of what is happening in a digital learning environment.
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8. Discussion and Conclusion

“Whichmeans that if you’re reading this now—this sentence—
on any sort of modern machine, like a smartphone or tablet,
they can follow along and read you.”
– Snowden (2019)

This quote from Snowden touches on two key aspects of this dissertation. It
says thatwe can track users’ actions onmobile devices very closely andunder-
standwhat a user is doing – great from a research perspective. But in addition
to a great source of data to study user behavior, at the same time, we get se-
rious problems and opportunities for surveillance and for abuse of personal
privacy.

This chapter reflects on the implications of this work and how it advances
the state of the art in the field. Asmentioned in the beginning,mobile screens
around us are ubiquitous and influence many parts of our everyday life. The
wayofgenerating logfilespresented in this thesisopensnewways for research
of lookingat the roleofmobiledevices inpeople’s lives. In short,wedeveloped,
evaluated, and applied an approach that shows how we can gather detailed
data on mobile devices, independent of which application or needing access
to the source code of the OS or these applications.

From here it is still a long way to tell more about the human behavior and
intentions behind these data points. We can tell in high detail, what is hap-
ping on the screen at any time. But why and for what reason is not easy to
infer, if we go beyond easy assumptions like “she is using the camera to send
a picture in a chat”. The social implications of these interactions are in the
context of use and do not happen on the screen of the device alone. In addi-
tion, it is important to ask how the privacy of participants in research studies
can be taken into account from the beginning in order to facilitate thework of
researchers and the involvement of participants in user studies. Thenext sub-
section summarizes the contributions of this thesis, followed by a discussion
of their implications.
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8.1. Contributions

The main contribution of this thesis to the fields of mobile HCI and learning
analytics is the introduction of a method for the data collection on mobile
devices, based on visual screen output. We contribute to making the mobile
device behavior of users accessible, from a perspective, of what is happening
on the device’s screen at an in-application level of detail. The contributions
can be divided into three parts:

• Automatically analyzingmobile screen recordings
This part covers the technical contributions of this work. We show how
we can find events automatically in mobile screen recordings to create
log files of what is happening on the screen independent of the appli-
cation. This part focuses on the technical solution of the automatic de-
tection of events in screen recordings of mobile devices and the exami-
nation of the impact of different video qualities on the accuracy of the
results of the computer vision and machine learning techniques used.
In addition, we explore what kind of events can be tracked and how they
can be defined. After developing a sever based implementation for an-
alyzing the recordings, we also address the scalability of the approach
by developing an on-device version and doing all video processing lo-
cally on themobile device. We show that the approachworks reliably on
several mobile devices, by conduction long-term test runs.

• Privacy-friendly
Alongwith the technical solution, this thesis presents the development,
implementation, and evaluation of a privacy concept, to expanded us-
age possibilities of the information-rich but privacy-invasive screen
recordings for HCI research. On the one hand, the privacy concept
must convince potential participants to take part in research studies
involving screen recording and on the other hand to make it easier for
researchers to apply this method in user studies. The concept is based
on Privacy by Design and involves processing all recordings locally on
the users’ devices. The contribution can be summarized as showing
how to use mobile screen recordings as a long-term data source for log
files in a privacy-friendly and a scalableway to analyze the use ofmobile
applications in detail.

• Application to generate and analyze data in education
In the second part of this dissertation, we introduce the approach as a
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new method to collect data in digital learning environments. We use
log files from screen recordings as a data source together with log files
from an LMS in a learning analytics study. In this context, we can show
that by extending common log files with data from screen recordings,
measurements of the online-time of students is more precise. Several
common approaches from the literature to estimate online time using
LMS logs deliver unprecise results for our sample. This part contributes
to addressing a common problem when working with log files in learn-
ing analytics andmobile HCI research: the data lacks details we can not
get fromonly log file data sources like system log files of amobile device
or from an LMS.

Together these contributions address several challenges we derived from
previous work inmobile HCI and learning analytics research on tracking user
behavior: generating precise and detailed data of user interactions, the pri-
vacy of participants in user studies, and working with rather general log files
leading to imprecise estimation of measures (see section 2.3).
This work extends the state of the art in mobile HCI and learning analytics.

It greatly advances how we can follow user behavior on mobile devices. Pre-
vious work based on mobile log files reported that these are missing details
and are rather general. Our approach is not limited by constraints like the
need to implement logging commands. Using screen recordings as a basis for
log files overcomes this limitation and expands logging capabilities to every-
thing visible on the screen. Previous work involvingmobile screen recordings
was mostly limited to short periods because the analysis is time-consuming.
However, the usefulness of this data source is considered to be of great value.
We address this and extend the feasible use of screen recordings to long time
spans. Related work on the desktop platform does not take the characteristics
ofmobile screen recordings into account. We exploit these and created an effi-
cient automatic approach to analyzemobile screen recordings. The approach
also proves to be suitable for running locally on themobile device for analysis
of the recordings instead of having to rely on the computing power of a server.
Previous research described privacy as a challenge when working with screen
recordings in user studies but lacks to address these issues efficiently. The ex-
isting solution to this was basically informed consent by the participant. We
are considerably expanding privacy efforts related to screen recordings. By
processing all recordings locally on the participant’s device and only transfer-
ring anonymous log files, we present a unique approach to work with screen
recordings in a privacy-friendly way. In learning analytics research the focus
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of work with LMS log files brings challenges. The need for additional data is
being reported as well as issues related to estimating student measurements
(e.g. online-time). We show how our approach can generate data in learning
environments andhowwecanuse thisdata to improve theestimationofmea-
surements with high accuracy.

8.2. Implications of the Findings

We spend a lot of our time with screens. For many people working involves
at least eight hours of watching a computer screen. Then we spend about one
or two hours using our phone during the day and look several times at our
smartwatches and finish the day watching TV while we do shopping on an
iPad. All these screens can tell a story of our digital footprint. The combi-
nation of screen recording analysis and log file generation realizes the merge
of two data sources, one usually short-termed and one used for the log-term.
This could also be seen as a combinationof qualitative andquantitativemeth-
ods. The manual evaluation of screen recordings is often approached quali-
tatively, while the work with log data is usually characterized by quantitative
methods. In this way, wemake it possible to approach screen recordings with
quantitative methods. This enables different opportunities to work with mo-
bile screen recordings in research. We can track and log user action inside any
application or anything appearing on the screen, without the need to analyze
the screencapturemanually andafter that step runanalytics on thegenerated
log files. This enables a new perspective on mobile user behavior. By imple-
menting the processing of screen recordings locally as an application onmo-
bile devices, scaling the approach in large user studies gets easier and makes
it unnecessary to transfer large and sensitive screen video data and process it
on a central server.

Technically, the presented work advances and exploits how we can work
with large amounts of mobile screen recordings to extend the use of this rich
data source. Mobile UIs, especially on smartphones, often have a fixed struc-
ture, which makes it easy to identify events, because we know where we have
to look. By using simple perceptual hashes to compare image regions, we can
speed up the process, as we can decide fast and at low cost, if a video frame
contains an event of interest before computational more heavy calculations
are done on the frame. Another important step to skip redundant frames.
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Screen recordingswith around 25 FPS containmany frameswithout anything
new happing, as using a UI by a human being is very slow compared to the
speed of 25 FPS. This raised the question, if we should record in lower FPS,
which we showed, is possible, but at the risk of losing some very short events
(described in the first chapter of part one). Regarding privacy in user stud-
ies, screen recordings are very different to log files, from the OS, for example.
In screen recordings, we can basically see everything, from private family pic-
tures to checkinghow toquit drug abuseor chattingwith anaffair. Thismakes
privacy a highly important topic. In most cases to answer a certain research
question, wedonot need orwant to look at all this screendata, but only at spe-
cific events that occur. In other words, if we want to study learning processes,
we focuson relevant applicationsandactivities related to the topic andarenot
interested in the studentusing thedevice toorder apizza. As a consequence, it
is possible to create newHCI data sets for research purposes. Due to the possi-
bility to evaluate screen recordings in a privacy friendlyway, the log files from
the screen recordings can be passed on for secondary use under certain con-
ditions. This can create a possibility for an anonymous use of screen videos,
which was not possible in this form before.s By developing a privacy concept
wemakea step in thedirection that it is lessnecessary toworry aboutpersonal
data in user studies using the approach presented in this thesis because less
data is leaving the personal device. This makes informing participants eas-
ier before consent, as there is less risk of leaking personal data for example.
Though as the second publication of this dissertation shows, convincing po-
tential participants remainsnot easy, if the recording of the screen is involved.
Thismeans, evenbefore arriving at the step, atwhichparticipants have to sign
a legal consent form, it is first of all important to apply a convincing method
of data collection and research agenda. In relation to his, in the last paper pre-
sented this thesis shows that under certain circumstances, screen recordings
are accepted by participants. Mainly by building trust between the research
team and participants, explaining the data collection and its goals, and not
making the participants having to use their own private mobile devices (see
section 7.3.1 ). Additionally, the research agenda is very different compared to
the scenario used in the survey on the privacy concept in chapter five. These
results could also refer to the so-called “privacy paradox”, which means that
people tend to be very concerned about their privacy when asked in surveys,
but often behave differently in practice or trade in their data for relatively
small rewards (see e.g. the literature review by Kokolakis, 2017). In the case
of our survey, this couldmean that participants would vote differently if they
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had the option to actually participate in a study using the logging approach.
As mentioned in the beginning so-called “shoulder surfing” is a problem, be-
cause we can easily observe a screen of other people in many places (see e.g.
Eiband et al., 2017). This is not only interesting from a privacy perspective but
froma security viewaswell. During the last years, several steps in thedevelop-
ment of hard and software address these issues. Safe authenticationmethods
likefingerprint or facedetectionareways toworkaround theneed touse aGUI
for passwords or unlocking mobile devices. The mechanisms also do protect
these secrets if the screen is being recorded or watched by someone else. An-
other direction is to go for local solutions on the mobile device. It is a strong
point currently in trying to convince and get trusted by customers or users,
that their data is not leaving their device. Google, for example, announced to
do all face detection steps locally on their new Pixel device (see section 5.7).
Another privacy-related implication are abuse scenarios of surveillance this
approach enables. By making changes to the developed application which
processes the recordings on mobile devices (which is open source), it is pos-
sible to hide the collection of data from the user. This opens up the possibility
of spying on users unnoticed. There are other ways to secretly spy onmobile
devices, not only via screen recordings. Nevertheless, the approach presented
is another technical variation on how data can be collected illegally for un-
predictable purposes. This is a general issue which needs further attention in
digital research.

The second part of this thesis gives an example of how the presented log-
ging approach can be used in a research study to track the online behavior
of students. In this case in the context of a study in a setting of learning us-
ing tablet devices. Evaluating the results of LMS log file measurements by
comparing the results with log files from screen recordings opens new ways
of evaluating measurements and data-preprocessing for learning analytics.
This contribution advances both fields, HCI, and learning analytics. Just col-
lecting the data is not enough. We showed how we can get almost any event
happening in the recordings at a low computational cost but to make sense
of this data and put it into context and make means of it is another step. For
our example from learning analytics, by automatically analyzing the record-
ings and analyzing the LMS log files, we show that the LMS online timewe can
measure from both data sources differs significantly. The calculation of the
time spent by students in the LMS, which in some cases varies greatly, clearly
shows how great the influence of decisions is made during data preparation
by the researchers. A different or modified definition of a construct such as
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the length of time spent in the LMS can lead to significantly different results
in later statistical models for predictions. By this example, we can show how
using thismethodcanextendexistingdata sources andhelp togetmore accu-
rate research data, in this case, estimation of the online time of the students.
This overcomes a limitation of log files from Learning Management Systems,
namely that we do not receive any information about what happens outside
the LMS and whether the LMS is actually being used as expected from the
LMS log files. From a learning analytics perspective, a more detailed analysis
of what is happing inside and outside of the LMS from the screen recordings
would be the next step. Further research could go in the direction of tracking
on and off-task behavior of students or connecting the analysis of contents
viewed within the LMS in actions outside in different application which are
related to this. We showed that students are switching between the use of
the LMS to other activities. We could see this as a first step, what we can do
with thismore detailed data from the recordings. But another step from here
would be tomake sense of these usage breaks and analyze what is happening
in these breaks and why. The students could still engage with something else
related to the task, whether digital or analog. As other previous findings sug-
gest, just the data points from an LMS do not tell the whole story. This raises
the question of what we actually measure and how and if these measures are
reliable for their purpose. Machines and calculations are often perceived as
precise and correct by humans because it is basically “math”. This makes it
important to question the processes, measures, and calculations we are ap-
plying, not only in learning analytics.

8.3. Limitations

The approach presented brings advances in how we can track interactions on
mobile devices, but this also brings limitations imposed by the research de-
sign andmethods chosen.

Reflecting on the limitations of the single chapters, an overall limitation of
the presented approach is that we can “only” interpret what is happening on
the screen. But we can not say for sure if the user is really paying attention to
what is happening on the screen for example. For our estimationof the online
time of students, this means that although we know exactly for how long the
LMS hat been present on the screen, this does not mean the students were
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really interacting with the system or paying attention. Also, we do not know
if multiple users are sharing something in a conversation using one device.
These contexts are not easy to infer fromonly log file analysis without adding
other sources of data. Through the way of logging presented in this thesis,
we can generate data on mobile devices at a novel and high detailed level. A
major issue is the analysis of this data. Collecting all this data seems like the
easier part: making senseof all thesedatapoints in ameaningfulway remains
a current challenge.

In regard to the user study on the privacy concept, it seems promising to
do research on how incentives (e.g. money, coupons) may have changed the
agreement rate on a specific research scenario andmethod of collecting data.
This was not part of the evaluation, which limits its significance for further
studies working with incentives. Another limitation in relation to the evalu-
ation and method used to do this is the possible influence of the previously
mentioned privacy paradox, which might have an effect as well. The results
could be different if the participants really had to join the research study
instead of just presenting different scenarios to choose from. Besides that
this study was limited by the number of participants, which was 35. Overall,
the privacy aspect of mobile screen recordings remains a challenge in user
studies, as the evaluation of the implemented privacy concept showed. This
result might be biased, if we make the assumption that german students in
computer science might be more aware and critical regarding privacy issues,
compared to other groups. Nevertheless recording the screen is privacy-
invasive in its nature. The implementation and evaluation of our privacy
concept points in the direction, that even when addressing privacy carefully,
permanent recording of the screen remains problematic to some extend.

From our study on the LMS online-time estimation of students, we can
demonstrate, that common measures for online-time do not work precisely
for our students. But we cannot infer a better general definition of how to
infer the online-time from just LMS data. Our sample was too small and too
diverse to go in this direction. And even if we are much more precise by esti-
mating the online-time by using screen recordings, one could argue that we
still had some decision to take during the process of analysis which influences
the estimation results. For example, the LMS may be present on the screen,
but only the login page, without the user interacting with it, which probably
could be considered as not being online in the LMS.

From a rather technical perspective, some more limitations apply. Al-
though most of the work and code in this thesis is related to Android, the
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way of generating logs from screen recordings works for videos from iOS as
well. Besides that, updates of the UI of applications or the OS can make up-
dating the event definitions necessary as they are based on GUI states. The
same holds true for differences in the UI of different Android versions. Our
evaluation of our method in the first chapter is based on a dataset of 118
screen recordings and 30 test events. We can say how successful our approach
works for these events and this data set, but this does notmean using this ap-
proachwith different events and other screen recording data will result in the
same precise rate of event detection. This limits our approach, for example,
compared to system log files, which are less error-prone.

8.4. Future Work

The research approach presented, greatly advances how we can track interac-
tions on mobile devices, but also triggers new questions. We have to further
develop methods and suited analytics to enhance research on user behavior
in relation to the digital devices surrounding us. Adding additional data at a
new level of detail compared to other sources does not solve the question of
howwe can effectively use this data to answermore than just questions from
a technical perspective.

In terms of further developing and enhancing this way of generating log
data, there are several starting points. A “live” detection of events would be
interesting to trigger questions or surveys to the participants, based on their
recent actions. In terms of performance, there are several starting points: ex-
panding multi-core usage or finding faster ways to detect redundant frames.
In termsof privacy, it would be interesting toworkwith features like the possi-
bility to check or uncheck events from a list for participants to control which
data they agree on collecting in a study. In general, it would be valuable to
run studieswith larger sample size and for long-terms applying the presented
method, to further enhance the technical solution from these experiences.

We areusingmethods of computer visionon the video frames andmethods
of machine learning by applying tesseract for OCR. Another future approach
could be to use the current approach to label video frames and use these la-
beled recordings to train image or video classifiers. Then these could help
to create a more general detection of events that are not sensitive for small
changes ofGUIs for example. As this approachwould rely onprobabilities and

FUTUREWORK 123



is less easy to debug, compared to the computer vision and OCR techniques
of our approach, this could make the log data more error-prone.

We addressed one specific estimationof ameasurementwhich is important
in the pre-processing of log data in learning analytics. Expanding the sample
size and gatheringmore data on the online-time calculation would be a valu-
able research objective. Especially the privacy-friendly on-device processing
of screen recordings could help to run a similar study at large-scale. This
might lead to a new “gold” standard if backed by extensive data from screen
recordings and LMS data. For future work, it would be interesting to do this
with other steps in pre-processing as well, as the number of sessions. Also, the
time-on-task and time-off-task behavior of students would be an interesting
topic for further research, exploiting possibilities of detailed data from logs
generated from screen recordings on the breaks of LMS usage, for example.
Furthermore, the method presented can be used to collect data on learning
processes outside the LMS in digital learning environments. Several previous
and related works support the idea of using other data sources in learning
analytics. One example is the study presented in chapter seven, in which we
collected data on tablet devices in music courses. In this constellation, addi-
tional data sources are of great value, since LMS log files cannot provide data
on learning processes in music applications. However, this is true for many
other learning scenarios where our approach could help to generate valuable
learning data that we have not been able to capture in this way before.
During this dissertation project, new approaches and implementations of
learning analytics emerged. It is controversial, which data we should collect
and how we should use this data. Since we are significantly expanding the
logging capabilities on mobile devices, this is an important issue. A recent
example from learning analytics is the “Spotter” application (Spotter, 2020)
which is in use at a couple of Universities (Drew, 2019). This tool uses tech-
niques of collecting data using Bluetooth beacons and Wifi which are also in
use in order to trace back contact of people during pandemics for example
(e.g. during the corona pandemic). These are two fundamentally different
objectives: the attendance of students and the containment of a virus. This
demonstrates one of the issues that need further discussion – not only in
learning analytics research – the balance between what we win by collecting
and analyzing certain data on the one hand and what risk for privacy and
surveillance we add up on the other hand.
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8.5. Conclusion

Theoverall goal of this dissertation is tofindaway to collect data for analyzing
user behavior at high detail, regardless of which application, feasible for long-
terms, and privacy-friendly onmobile devices.

We achieve this goal by combining the strength of two common data
sources, screen recordings and log files. Screen recordings fulfill the goal of
providing high details of user activity and being independent of applications.
Log files are known for long-term analysis and are suitable for the protection
of user privacy.

This work greatly advances how we can follow user behavior on mobile de-
vices. The contributions of thisworkopenanewperspective of researchpossi-
bilities of computer science in the fields of mobile HCI and learning analytics
in a threefold way. We can generate long-term log data at high detail from
mobile screen recordings, we can do it privacy-friendly and easy to scale on
mobile devices. Additionally, we show how to successfully apply this method
in a learning analytics context and show how we can give a new perspective
on how to improve the estimation of student performancemeasures.
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